


table of contents

December 1995,  
Volume 46, Issue 6 

Articles

DCE: An Environment for Secure Client/Server 
Computing 
by Michael M. Kong 

Adopting DCE Technology for Developing 
Client/Server Applications 
by Paul Lloyd and Samuel D. Horowitz 

DCE Directory Services 
by Michael M. Kong and David Truong 

X/Open Federated Naming 
by Elizabeth A. Martin 

HP Integrated Login 
by Jane B. Marcus, Navaneet Kumar, and Lawrence 
J. Rose 

The DCE Security Service 
by Frederic Gittler and Anne C. Hopkins 

An Evolution of DCE Authorization Services 
by Deborah L. Caswell 

An Object-Oriented Application Framework for 
DCE-Based Systems 
by Mihaela C. Gittler, Michael Z. Luo, and Luis M. 
Maldonado 

javascript:if(confirm('http://welcome.hp.com/country/us/eng/welcome.htm  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://welcome.hp.com/country/us/eng/welcome.htm'
javascript:if(confirm('http://welcome.hp.com/country/us/eng/prodserv.htm  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://welcome.hp.com/country/us/eng/prodserv.htm'
javascript:if(confirm('http://welcome.hp.com/country/us/eng/support.htm  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://welcome.hp.com/country/us/eng/support.htm'
javascript:if(confirm('http://welcome.hp.com/country/us/eng/solutions.htm  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://welcome.hp.com/country/us/eng/solutions.htm'
javascript:if(confirm('http://welcome.hp.com/country/us/eng/howtobuy.htm  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://welcome.hp.com/country/us/eng/howtobuy.htm'
javascript:if(confirm('http://welcome.hp.com/country/us/eng/welcome.htm  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://welcome.hp.com/country/us/eng/welcome.htm'
javascript:if(confirm('http://www.hpl.hp.com/cgi-bin/printerfriendly.cgi?in=SNF2/1_col_layout_template.htm  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://www.hpl.hp.com/cgi-bin/printerfriendly.cgi?in=SNF2/1_col_layout_template.htm'
javascript:if(confirm('http://www.hp.com/go/search-us-eng/  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://www.hp.com/go/search-us-eng/'
javascript:if(confirm('http://welcome.hp.com/country/us/eng/contact.htm  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://welcome.hp.com/country/us/eng/contact.htm'
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/covdec95.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/ahead-1295.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/past.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/journal.html
javascript:if(confirm('http://www.hpl.hp.com/  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://www.hpl.hp.com/'
javascript:if(confirm('http://www.hpl.hp.com/about/  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://www.hpl.hp.com/about/'
javascript:if(confirm('http://www.hpl.hp.com/research/  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://www.hpl.hp.com/research/'
javascript:if(confirm('http://www.hpl.hp.com/news/  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://www.hpl.hp.com/news/'
javascript:if(confirm('http://www.hpl.hp.com/jobs/  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://www.hpl.hp.com/jobs/'
javascript:if(confirm('http://www.hpl.hp.com/techreports/  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://www.hpl.hp.com/techreports/'
javascript:if(confirm('http://www.hpl.hp.com/about/sites.html  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://www.hpl.hp.com/about/sites.html'
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a1.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a2.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a3.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a4.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a5.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a6.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a7.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a8.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a9.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a10.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a11.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a12.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a1.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a2.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a3.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a4.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a5.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a6.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a7.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a8.htm


HP Encina/9000: Middleware for Constructing 
Transaction Processing Applications 
by Pankaj Gupta 

Object-Oriented Perspective on Software 
System Testing in a Distributed Environment 
by Mark C. Campbell, David K. Hinds, Ana V. 
Kapetanakis, David S. Levin, Stephen J. McFarland, 
David J. Miller, and J. Scott Southworth 

A New, Lightweight Fetal Telemetry System 
by Andreas Boos, Michelle Houghton Jagger, Gunter 
W. Paret, and Jurgen W. Hausmann 

Zero Bias Detector Diodes for the RF/ID Market 
by Rolando R. Buted 

 

file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a9.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a10.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a11.htm
file:///C|/doc/HP/hpl/www.hpl.hp.com/hpjournal/95dec/dec95a12.htm
javascript:if(confirm('http://www.hpl.hp.com/cgi-bin/printerfriendly.cgi?in=SNF2/1_col_layout_template.htm  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://www.hpl.hp.com/cgi-bin/printerfriendly.cgi?in=SNF2/1_col_layout_template.htm'
javascript:if(confirm('http://welcome.hp.com/country/us/eng/privacy.htm  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://welcome.hp.com/country/us/eng/privacy.htm'
javascript:if(confirm('http://welcome.hp.com/country/us/eng/termsofuse.htm  \n\nThis file was not retrieved by Teleport Pro, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://welcome.hp.com/country/us/eng/termsofuse.htm'


��������� �,*,4),9� ����� �,>3,;;B!(*2(9+� �6<95(3

��	�� ��� 	����������� ���� ������
�������������� ���������

The Open Software Foundation’s Distributed Computing Environment
provides an infrastructure for developing and executing secure
client/server applications that are portable and interoperable over a wide
range of computers and networks.
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-0$"5&� "/� "113013*"5&� 4&37&3� !)&/� .",*/(� "� 3&.05&� 130$&<

%63&� $"--�� "� $-*&/5� 130(3".� .645� 41&$*':� 50� *54� ���� 36/<5*.&

-*#3"3:� 5)&� -0$"5*0/� 0'� "� 4&37&3� 5)"5� $"/� 1&3'03.� 5)&� 3&26&45&%

01&3"5*0/�� �)&� 4&37&3� -0$"5*0/� */$03103"5&4� "/� ���� 13050$0-

4&26&/$&� �5)&� $0.#*/"5*0/� 0'� ���� 13050$0-� "/%� /&5803,

13050$0-��� "� /&5803,� "%%3&44� 03� )045� /".&�� "/%� "/� &/%10*/5

�'03� 5)&� ��� 13050$0-4�� 5)&� &/%10*/5� *4� 4*.1-:� "� 1035� /6.#&3��

�)*4� */'03."5*0/� *4� &/$"146-"5&%� */� "� 4536$563&� $"--&%� "� #*/%<

*/(�� �� #*/%*/(� .":� "-40� */$-6%&� 5)&�   ��� 0'� 5)&� 0#+&$5� 50� #&

01&3"5&%� 0/�� *'� "/:�� "/%� "65)&/5*$"5*0/� "/%� "65)03*;"5*0/

*/'03."5*0/�� *'� 5)&� $"--� *4� 50� #&� "65)&/5*$"5&%�

�)&� ���� ���� 46110354� "� 3"/(&� 0'� 5&$)/*26&4� '03� 0#5"*/*/(

"/%� ."/*16-"5*/(� #*/%*/(4�� �045� "11-*$"5*0/4� &*5)&3� $0/<

4536$5� "� 5&956"-� 3&13&4&/5"5*0/� 0'� "� #*/%*/(� �$"--&%� "� 453*/(

#*/%*/(�� '30.� */'03."5*0/� 4611-*&%� #:� 5)&� 64&3� 03� 0#5"*/� "

#*/%*/(� '30.� "� /".&� 4&37*$&�
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�" "*�"/� ���
� �"4)"118�� (�/!� �,2/+�)� � � � � � � ��

Table I
Data Types Supported in RPC

�/&*&1&3"� ��1�� �6-"0

�+1"$"/0

�),�1&+$8-,&+1

+2*�"/0

�%�/� 1"/0

boolean†

byte† �� 16-"� 202�))6� 20"!� &+� �//�60� ,/� 01/2 12/"0

1,� 1/�+0*&1� ,-�.2"� !�1��� ��1�� ,#� 16-"� byte
&0� $2�/�+1""!� +,1� 1,� 2+!"/$,� #,/*�1

 ,+3"/0&,+�

void† �� 16-"� 20"!� #,/� ,-"/�1&,+0� 1%�1� /"12/+� +,

3�)2"�� #,/� +2))� -,&+1"/�  ,+01�+10�� �+!� #,/

 ,+1"51� %�+!)"0�

handle_t† �� 16-"� 20"!� 1,� 01,/"� �&+!&+$� &+#,/*�1&,+

&+� �� #,/*�1� 1%�1� &0� *"�+&+$#2)� 1,� 1%"� /2+8

1&*"� ���� )&�/�/6� �21� ,-�.2"� 1,� �--)& �8

1&,+0�

error_status_t† �� 16-"� 20"!� 1,� 01,/"� ���� 01�120� 3�)2"0�

�+1"/+�1&,+�)

 %�/� 1"/

16-"0

�� 0"1� ,#� 16-"0�  ,+01/2 1"!� #/,*� 1%"� byte
-/&*&1&3"� 1%�1� 02--,/1� &+1"/+�1&,+�)� 01�+8

!�/!0� #,/�  %�/� 1"/� �+!� 01/&+$� /"-/"0"+1�8

1&,+�

�,+01/2 1"!� ��1�� �6-"0

�1/2 12/"0

�+&,+0 �%&0� 16-"� &0� 0,*"4%�1� )&("� �� �� 2+&,+� ,-8

"/�1&,+�� �21� "*�"!0� �� !&0 /&*&+�1,/�� 4%& %

�1� /2+� 1&*"� 0-" &#&"0� 4%& %� *"*�"/� ,#� 1%"

2+&,+� &0� 01,/"!�

�+2*"/�1&,+0

�&-"0 �+� ,-"+8"+!"!� 0".2"+ "� ,#� ")"*"+10� ,#

,+"� 16-"� 1%�1� &0� 20"!� 1,� 1/�+0#"/� �2)(� !�1��

�//�60 �//�60� *�6� �"� ,+"8!&*"+0&,+�)� ,/� *2)1&!&8

*"+0&,+�)� �+!� *�6� �"� ,#� #&5"!� 0&7"��  ,+8

#,/*�+1� �1%"� �//�6� 0&7"� &0� !"1"/*&+"!� �1

/2+� 1&*"��� ,/� 3�/6&+$� ��� 02�0"1� ,#� 1%"� �//�6

1,� �"� 1/�+0*&11"!� &0� !"1"/*&+"!� �1� /2+

1&*"��

�1/&+$0 �1/&+$0� �/"� ,+"8!&*"+0&,+�)�� +2))8

1"/*&+�1"!� �//�60� ,#�  %�/� 1"/0� ,/� �61"0�

�,&+1"/0

�,+1"51

%�+!)"0

�,+1"51� %�+!)"0� �/"� +,1� /"�))6� !&01&+ 1

16-"0�� �21� -,&+1"/0� 1,� void� !�1��� � �%"6� �/"
0-" &#&"!� �6� �--)6&+$� 1%"� context_ handle� �18
1/&�21"� 1,� �� -�/�*"1"/�� ��  ,+1"51� %�+!)"

!"+,1"0� 01�1"� &+#,/*�1&,+� 1%�1� �� 0"/3"/

*�+�$"/� 4&))� *�&+1�&+� ,+� �"%�)#� ,#� ��  )&8

"+1�� �0"� ,#� ��  ,+1"51� %�+!)"� �)),40� 1%&0

01�1"� 1,� -"/0&01� � /,00� 0"3"/�)� /"*,1"� -/,8

 "!2/"�  �))0� #/,*� 1%"�  )&"+1�

†IDL Keywords

�1/&+$� �&+!&+$0� �/"� "�06� 1,� $"+"/�1"� �+!� *�+&-2)�1"� �+!� �/"

02&1��)"� #,/� �--)& �1&,+0� &+� 4%& %� 1%"� 20"/� ,#� 1%"�  )&"+1� -/,8

$/�*� (+,40� &+� �!3�+ "� 1%"� ), �1&,+� ,#� 1%"� !"0&/"!� 0"/3"/�

�%"� 20"/�  �+� 02--)6� 0"/3"/� ), �1&,+� &+#,/*�1&,+� 1,� 1%"�  )&"+1

-/,$/�*� &+1"/� 1&3")6� ,/� �0� ��  ,**�+!� )&+"� �/$2*"+1� ,/� 3&�� �

 ,+#&$2/�1&,+� #&)"�� �+!�  )&"+1� �--)& �1&,+�  ,!"�  �+� &+3,("

���� ���� /,21&+"0� 1,�  ,*-,0"� �� 01/&+$� �&+!&+$� �+!� 1%"+� $"+8

"/�1"� �� �&+!&+$� %�+!)"� 1%�1�  �+� �"� -�00"!� 1,� 1%"� ���� /2+8

1&*"� )&�/�/6�

�1/&+$� �&+!&+$0� �/"� 4"))802&1"!� #,/� 0,*"� ���� �--)& �1&,+0�

�21� *�+6� !&01/&�21"!� 0"/3& "0� /".2&/"� �� *,/"� #)"5&�)"� �+!

1/�+0-�/"+1� 4�6� ,#� "01��)&0%&+$� �&+!&+$0�� ���� ���� -/,3&!"0

�+� �--)& �1&,+� &+1"/#� "�� 1%"� ���� +�*"� 0"/3& "� &+!"-"+!"+1

������ ����� 1%/,2$%� 4%& %� 0"/3"/0� �+!�  )&"+10�  �+� "5-,/1� �+!

&*-,/1� �&+!&+$� &+#,/*�1&,+� 1,� �+!� #/,*� �� +�*"� 0"/3& "�� �%"

20"� ,#� �� +�*"� 0"/3& "� 1,� 01,/"� �&+!&+$� &+#,/*�1&,+� &+02)�1"0

 )&"+10� #/,*� (+,4)"!$"� ,#� 4%"/"� ,�'" 10� �+!� 0"/3"/0� /"0&!"�

�%"�  )&"+1� %�0� ,+)6� 1,� 0-" &#6� �+� ,�'" 1� �+!� �+� &+1"/#� "� �+!

1%"+� 20"� 1%"� +�*"� 0"/3& "� 1,� ),,(� 2-� 1%"� ), �1&,+� ,#� �+

�--/,-/&�1"� 0"/3"/�� �%20�� 1%"� /"), �1&,+� ,/� /"-)& �1&,+� ,#� �

0"/3"/�  �+� �"� *�!"� 1/�+0-�/"+1� 1,�  )&"+10�

�0� &10� +�*"� 02$$"010�� 1%"� ���� ���� &+1"/#� "� &0� &+!"-"+!"+1

,#� �+6� -�/1& 2)�/� +�*"� 0"/3& "�� �%20�� �--)& �1&,+0�  ,!"!� 1,

1%&0� &+1"/#� "� 4&))� -,1"+1&�))6� �"� -,/1��)"� � /,00� ���� &*-)"8

*"+1�1&,+0� &+ ,/-,/�1&+$� �� 3�/&"16� ,#� +�*"� 0"/3& "0�� �+� 1%"

 2//"+1� ��� ���� &*-)"*"+1�1&,+�� ���� ���� 2+!"/)&"0� 1%"

���� ���� &+1"/#� "�� 0,� 1%�1� 1%"� $"+"/& � ���� +�*"� 0"/3& "� /,28

1&+"0� &+3,("�  ,//"0-,+!&+$� ���� ���� /,21&+"0�� �+� -/&+ &-)"�

�+,1%"/� +�*"� 0"/3& "� 02 %� �0� ���-"+� �"!"/�1"!� ��*&+$� �0""

�/1& )"� ,+� -�$"� ����  ,2)!� 02-"/0"!"� ���� &+� 1%"� ���� /2+8

1&*"� "+3&/,+*"+1�� �+!� "5&01&+$� ���� �--)& �1&,+0� 4,2)!�  ,+8

1&+2"� 1,� 4,/(�

���� 0" 2/&16�� 4%& %� &0� !"0 /&�"!� &+� 1%"� �/1& )"� ,+� -�$"� 	��� &0

�+� "5�*-)"� ,#� �� 0"/3& "� 1%�1� 1�("0� �!3�+1�$"� ,#� �,1%� ���

�&+!&+$� *"1%,!0�� �%"� 0" 2/&16�  )&"+1�  ,!"� &+� 1%"� ���� /2+8

1&*"� )&�/�/6�  �+� �&+!� 1,� �� 0" 2/&16� 0"/3"/� "&1%"/� 1%/,2$%� ���

+�*"� 0"/3& "�  �))0� ,/� 1%/,2$%� �� 01/&+$� �&+!&+$� $"+"/�1"!

#/,*� ��  ,+#&$2/�1&,+� #&)"� ,+� 1%"�  )&"+1� %,01�� �%"�  ,+#&$2/�1&,+

#&)"� 0,)3"0� �� �,,101/�--&+$� -/,�)"*� �6� *�(&+$� 1%"� 0" 2/&16

0"/3& "� ), �1��)"� "3"+� 4%"+� ���� &0� 2+�3�&)��)"�

Authenticated RPC.� �%"� ��&)&16� 1,� -"/#,/*� �21%"+1& �1"!� ���

&0�  /2 &�)� 1,� 1%"� 20"#2)+"00� ,#� ���� &+� 1%"� /"�)� 4,/)!�� 4%"/"

1%"� &+1"$/&16� �+!� -/&3� 6� ,#� !�1�� ,#1"+� *201� �"� �002/"!� "3"+

4%"+� 1%"� !�1�� &0� 1/�+0*&11"!� ,3"/� -%60& �))6� &+0" 2/"� +"18

4,/(0�� ���� 02--,/10� 0"3"/�)� )"3")0� ,#� �21%"+1& �1"!� ���� 0,

1%�1� �--)& �1&,+0� 4&))� &+ 2/� ,+)6� 1%"� -"/#,/*�+ "� ,3"/%"�!

+" "00&1�1"!� �6� 1%"� !"0&/"!� !"$/""� ,#� -/,1" 1&,+�� �%"0"

)"3")0� &+ )2!"

• �,+"�� �,� -/,1" 1&,+� &0� -"/#,/*"!�

• �,++" 1&,+�� �+� "+ /6-1&,+� %�+!0%�("� ,  2/0� ,+� 1%"� #&/01

/"*,1"� -/, "!2/"�  �))� �"14""+� 1%"�  )&"+1� �+!� 1%"� 0"/3"/�

"5 %�+$&+$� �21%"+1& �1"!� &!"+1&1&"0� #,/�  )&"+1� �+!� 0"/3"/�

• ��))�� �+� �!!&1&,+� 1,�  ,++" 1&,+8)"3")� -/,1" 1&,+�� 1%"� &+1"$/&16

,#� 1%"� #&/01� ���� ,#� "� %� /".2"01� �+!� /"0-,+0"� &0� 3"/&#&"!�

• �� ("1�� �+� �!!&1&,+� 1,�  �))8)"3")� -/,1" 1&,+�� /"-)�6� �+!� *&08

,/!"/&+$� !"1" 1&,+� &0� �--)&"!� 1,� "� %� ����� "+02/&+$� 1%�1� �))

!�1�� /" "&3"!� &0� #/,*� 1%"� "5-" 1"!� 0"+!"/�



��� � � � � � � � �!�!)�!.� �		�� �!3(!007���'�. � �+1.*�(

• ���'!0� �*0!#.%05�� �*� �  %0%+*� 0+� ,��'!07(!2!(� ,.+0!�0%+*�� 0$!

%*0!#.%05� +"� !2!.5� ���� %/� 2!.%"%! �� �$%/� (!2!(� ��*� �!� 0$+1#$0

+"� �/� ,.+0!�0%+*� �#�%*/0� 0�),!.%*#�

• ���'!0� �.%2��5�� �*� �  %0%+*� 0+� ,��'!07%*0!#.%057(!2!(� ,.+0!�7

0%+*�� �((� .!)+0!� ,.+�! 1.!� ��((� ,�.�)!0!./� �.!� !*�.5,0! �

�$%/� (!2!(� ��*� �!� 0$+1#$0� +"� �/� ,.+0!�0%+*� �#�%*/0� �+0$� !�2!/7

 .+,,%*#� �* � 0�),!.%*#�� �$!� ,.%2��5� ,.+0!�0%+*� (!2!(� %/� *+0

�2�%(��(!� %*� �((� ��� %),(!)!*0�0%+*/� �!��1/!� +"� .!/0.%�0%+*/

+*� 0$!� !4,+.0� +"� !*�.5,0%+*� 0!�$*+(+#5� ".+)� 0$!� �*%0! 

�0�0!/�

�$!*�  �0�� %*0!#.%05� %/� ,.+0!�0! �� 0$!� /!* !.� �+),10!/� �

�$!�'/1)� +"� 0$!�  �0��� !*�.5,0/� 0$!� �$!�'/1)�� �* � %*/!.0/

0$!� !*�.5,0! � �$!�'/1)� %*� 0$!� �10$!*0%��0%+*72!.%"%!.� ,+.7

0%+*� +"� 0$!� ��� ���� "+.� 2!.%"%��0%+*� �5� 0$!� .!�!%2!.�� �$!*

 �0�� ,.%2��5� %/� ,.+0!�0! �� 0$!� /!* !.� !*�.5,0/� 0$!� ��01�(� ,�7

.�)!0!./� %*� 0$!� ��� ���� �+ 5�� �* � 0$!� .!�!%2!.�  !�.5,0/

0$!)�

�$!� �10$!*0%��0! � ��� "��%(%05� %/� %*0!* ! � 0+� ���+))+ �0!

)+.!� 0$�*� +*!� �10$!*0%��0%+*� �* � �10$+.%6�0%+*� /!.2%�!�� �

/!.2!.� ,.+#.�)� .!#%/0!./� 3%0$� 0$!� ��� .1*70%)!� (%�.�.5� 0$!

�10$!*0%��0%+*� ,.+0+�+(� %0� /1,,+.0/�� �� �(%!*0� /,!�%"%!/� �*� �17

0$!*0%��0%+*� ,.+0+�+(�� �*� �10$+.%6�0%+*� ,.+0+�+(�� �* � �� ,.+7

0!�0%+*� (!2!(� %*� %0/� �%* %*#�� �$!*� 0$!� /!.2!.� .!�!%2!/� �� .!7

-1!/0�� �,,(%��0%+*� �+ !� %*� 0$!� )�*�#!.� ��*� !40.��0

�10$!*0%��0%+*� �* � �10$+.%6�0%+*� %*"+.)�0%+*� ".+)� 0$!� .!7

-1!/0�� ��� ��� �1..!*0(5� /1,,+.0/� +*(5� 0$!� /$�.! 7/!�.!0

�10$!*0%��0%+*� ,.+0+�+(� %),(!)!*0! � �5� ��� /!�1.%05�

������
���� 	��� �����

�$!�  %/0.%�10! � 0%)!� /!.2%�!�� +.� ����� %/� ��  %/0.%�10! � /!.2%�!

0$�0� /5*�$.+*%6!/� 0$!� �(+�'/� +"� �((� $+/0/� %*� �� �!((� 3%0$� !��$

+0$!.� �* �� +,0%+*�((5�� 3%0$� �*� !40!.*�(� 0%)!� /+1.�!�� �*� �� 05,%7

��(� �!((� �+*"%#1.�0%+*�� �� "!3� $+/0/� �,!.$�,/� 0$.!!�� .1*� �� ���

/!.2!.�  �!)+*�� �* � �((� +0$!.� $+/0/� .1*� �� ���� �(%!*0�  �!)+*

��((! � �� ���� �(!.'�� �*!� +"� 0$!� ���� /!.2!.� $+/0/� )�5� �(/+� .1*

��  �!)+*� ��((! � �� 0%)!� ,.+2% !.� 3$%�$� +�0�%*/� 0%)!� ".+)� �*

!40!.*�(� /+1.�!�� ���� �(!.'/� �* � /!.2!./� �+))1*%��0!� 2%�

��� �* � �(/+� .!(5� +*� ��� �* � /!�1.%05� /!.2%�!/� "+.� *�)%*#

�* � �10$!*0%��0%+*�

(+�'� /5*�$.+*%6�0%+*� %/� !//!*0%�(� "+.� 0$!� +,!.�0%+*� +"� �� ��

�!((�� �$!� 2�.%+1/� )!0$+ /� 1/! � %*� /!2!.�(� ��� 0!�$*+(+#%!/

0+� ���$!� +.� .!,(%��0!�  �0��� "+.� !4�),(!�� .!-1%.!� 0$�0� �(+�'/

�#.!!� �(+/!(5�

�*� �  %0%+*� 0+� 0$!�  �!)+*/� 0$�0� /5*�$.+*%6!� �(+�'/�� ���

%*�(1 !/� �� (%�.�.5� +"� ,.+#.�))%*#� %*0!."��!/� 0$�0� �((+3� �,,(%7

��0%+*/� 0+� #!*!.�0!� �* � )�*%,1(�0!� 0%)!� 2�(1!/� %*� �%*�.5

"+.)�0� +.� %*� �*5� +"� /!2!.�(� /0�* �. � 0!401�(� "+.)�0/�� ���

�//+�%�0!/� �*� !/0%)�0! � %*���1.��5� 3%0$� !2!.5� 0%)!� 2�(1!�� /+

�� 0%)!� 2�(1!� ��*� �(/+� �!� 0.!�0! � �/� �*� %*0!.2�(� 0$�0� %/� (%'!(5

0+� %*�(1 !� 0$!� �+..!�0� 0%)!�� �*0!.*�((5�� ���� �(3�5/� '!!,/

0%)!� 2�(1!/� %*� 0$!� �*%2!./�(� ++. %*�0! � �%)!� ����� /0�*7
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HP–UX 9.* and 10.0 for HP 9000 Series 700 and 800 computers are X/Open Company UNIX
93 branded products.

UNIX is a registered trademark in the United States and other countries, licensed exclusively
through X/Open  Company Limited.

X/Open is a registered trademark and the X device is a trademark of X/Open Company Lim-
ited in the UK and other countries.

Open Software Foundation, OSF, and OSF/Motif are a trademarks of the Open Software
Foundation in the U.S.A. and other countries.
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HP’s information technology community has adopted DCE as the
infrastructure for developing client/server information technology
applications. The team developing the DCE service has discovered that
putting an infrastructure like DCE in place in a legacy environment is
more than just technology and architecture.
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† IDL is a language similar to C that allows developers to specify the interfaces that tie client and
server applications together.
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†† PC-DCE is an implementation of DCE that runs in an MS Windows environment.
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The DCE directory services provide access for applications and users to
a federation of naming systems at the global, enterprise, and application
levels.
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The X/Open Federated Naming (XFN) specification defines uniform
naming interfaces for accessing a variety of naming systems. XFN
specifies a syntax for composite names, which are names that span
multiple naming systems, and provides operations to join existing naming
systems together into a relatively seamless naming federation.
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HP Integrated Login coordinates the use of security systems and
improves the usability of computer systems running the HP-UX* operating
system.
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http://www.dstc.qut.edu.au/MSU/research_news/osf/sso/draft.2.html.

HP-UX 9.* and 10.0 for HP 9000 Series 700 and 800 computers are X/Open Company UNIX
93 branded products.

UNIX  is a registered trademark in the United States and other countries, licensed exclusively
through X/Open Company Limited.

X/Open  is a registered trademark and the X device is a trademark of X/Open Company
Limited in the UK and other countries.

Kerberos is a trademark of the Massachusetts Institute of Technology.
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A security protocol consisting of encryption keys, authentication
credentials, tickets, and user passwords is used to provide secure
transmission of information between two transacting parties in a DCE
client/server enterprise.
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† As in the Kerberos system, keys are used for encrypting and decrypting data transferred in a
network transaction, and are known only to the DCE security server and the parties involved in
the transaction.
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The following are some of the terminology and associated acronyms frequently
used in this article.

Extended Privilege Attribute Certificate (EPAC). A credential provided by the
DCE privilege service containing user and group identities and attribute-value
pairs. This information is used by an application server to make authorization
decisions.

Extended Registry Attribute (ERA). A mechanism in which attribute-value pairs
are associated with principals. The information in these attribute-value pairs may
be used to deny or grant an authorization request.

Principal. An entity such as a user, an application, or a system whose identity can
be authenticated.

Service Ticket. A credential used by an application client to authenticate itself to
an application server.

Ticket-Granting Ticket (TGT). A credential that indicates that a user has been
authenticated and is therefore eligible to get tickets to other services.
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†NIS, or Network Information Services, is a product from Sun Microsystems.
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-$� 0#%'1207� - (#!2� �#�%��� .0',!'.�*�� 2&�2� 13..-021� �220' 32#1� -$

2&'1� 27.#�� �,"� -2&#0� 0#*�2#"� ',$-0+�2'-,�� �,!#� 2&#� �220' 32#

27.#� &�1�  ##,� "#$',#"� ',� 2&#� 1!&#+��� �,� �"+','120�2-0� !�,

�22�!&� �,� ',12�,!#� -$� 2&�2� �220' 32#� 27.#� 2-� �,7� 0#%'1207� - (#!2

2&�2� 13..-021� '2�� �-0� #6�+.*#�� �,� �220' 32#� ',12�,!#� 5&-1#

27.#� '1� X.500_Distinguished_Name � �,"� 5&-1#� 4�*3#� '1� /C=US/o=HP/
OU=OSSD/G=JOE/S=KING� !-3*"�  #� �22�!&#"� 2-� 2&#� .0',!'.�*
�-#�†† � �0-+� 2&#,� -,� �..*'!�2'-,1� 2&�2� 0#/3'0#� ),-5*#"%#� -$
�-#�1� ��
��� "'12',%3'1&#"� ,�+#� !-3*"� /3#07� 2&#� 0#%'1207� $-0

2&�2� �220' 32#� 27.#� -,� 2&#� .0',!'.�*� �-#�

�,� 1-+#� !�1#1�� �220' 32#� 4�*3#1� -$� �� !#02�',� 27.#� �0#� +-0#

�..0-.0'�2#*7� !0#�2#"� �,"� +�',2�',#"� -321'"#� -$� 2&#� ��

0#%'1207�� �&#1#� !-3*"� ',!*3"#� �220' 32#1� 2&�2� �0#� �*0#�"7� +�',9

2�',#"� ',� �� .0##6'12',%� *#%�!7� "�2� �1#� -0� �220' 32#1� 5&-1#

4�*3#1� "'$$#0� "#.#,"',%� -,� "'1!0'+',�2',%� $�!2-01� 13!&� �1� 2'+#

-$� "�7� -0� -.#0�2'-,� 2-�  #� ',4-)#"�� �&#� ���� 20'%%#0� $�!'*'27

13..-021� !�1#1� 13!&� �1� 2&#1#�  7� .0-4'"',%� �,� �32-+�2'!� 20'%9

%#0� �-0� !�**-32�� 2-� �� 0#+-2#� 20'%%#0� 1#04#0� 2&�2� +�',2�',1� 2&#

�220' 32#1� -$� ',2#0#12�� �-0� #6�+.*#�� '$� 2&#� 0#%'1207� 0#!#'4#1� �

†† See the article on page 23 for an explanation of the fields in this string.
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One of the strengths of the Open Software Foundation’s Distributed
Computing Environment is that it allows developers to consider
authentication, authorization, privacy, and integrity early in the design of a
client/server application. The HP implementation evolves what DCE offers
to make it easier for server developers to use.
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Code that must be provided by the server developers. These routines are
embodied in the ACL manager in Fig. 1.

Application
Interface Stub

Application
Manager

ACL Database Access Routines
For ACL Storage and Retrieval

(e.g., sec_acl_mgr)

Access Control
Database

From
acl_edit

From
Application
Client

rdacl Routines

rdacl Server Stub

Code that is automatically generated from the interface specification.

	���� ��� �/-0/.%.43� 4(!4� 02/6)$%� ���� ���� 3500/24� ).� !� 3%26%2

%8%#54!",%�

#,)%.4�3� )$%.4)49� )3� 5.&/2'%!",%� 3/� 4(!4� 4(%� 3%26%2� .%%$� ./4

7/229� !"/54� !.� )-0/34/2�

ACL Database. � ���� 35''%343� !.� ).4%2&!#%� 4/� !.� ���� 34/2!'%
!.$� 2%42)%6!,� 35"3934%-� #!,,%$� sec_acl_mgr.� �()3� ).4%2&!#%� )3
53%$� 7)4().� 4(%� 3%26%2�� !.$� 4(%2%&/2%� )3� ./4� -!.$!4/29� /2

%.&/2#%!",%�� ���� #522%.4,9� $/%3� ./4� 02/6)$%� !.� )-0,%-%.4!;

4)/.� /&� 4()3� ).4%2&!#%� &/2� 53%� "9� !00,)#!4)/.� $%6%,/0%23�

�524(%2-/2%�� )4� $/%3� ./4� #/.4!).� /0%2!4)/.3� &/2� !$$).'� !.$

$%,%4).'� ���3�� 3/� %6%.� )&� 4(%� sec_acl_mgr� ).4%2&!#%� )3� 53%$�� )4
7/5,$� (!6%� 4/� "%� 3500,%-%.4%$� "9� /4(%2� ���� $!4!"!3%

!##%33� /0%2!4)/.3�

Authorization Decisions.� ���� 30%#)&)%3� !� 34!.$!2$� 7!9� /&
2%!#().'� !.� !54(/2):!4)/.� $%#)3)/.� ')6%.� !� #,)%.4�3� )$%.4)49�

$%3)2%$� /0%2!4)/.�� !.$� !54(/2):!4)/.� 0/,)#9� %.#/$).'�� �(%

���� ���� 	��� $)342)"54)/.� &/2� !00,)#!4)/.� $%6%,/0%23� $/%3� ./4

3500,9� !.� )-0,%-%.4!4)/.� /&� 4()3� !,'/2)4(-�� 2%15)2).'� 4(%

3%26%2� $%6%,/0%2� 4/� 72)4%� 4(%� !54(/2):!4)/.� !,'/2)4(-�

Standard Editing Interface.� ���� 02/6)$%3� !� 4//,� #!,,%$� acl_edit
4(!4� !.� !$-).)342!4/2� #!.� 53%� 4/� #(!.'%� 4(%� !54(/2):!4)/.

0/,)#9� 53%$� "9� !.9� 3%26%2� 4(!4� )-0,%-%.43� 4(%� 34!.$!2$� rdacl
).4%2&!#%� %6%.� 4(/5'(� %!#(� 3%26%2� -)'(4� 53%� !� $)&&%2%.4� 3%4

/&� 0%2-)33)/.3�

���� $%&).%3� 4(%� 34!.$!2$� rdacl � ).4%2&!#%� 2%30/.3)",%� &/2
%.!",).'� -/$)&)#!4)/.� /&� 4(%� !54(/2):!4)/.� 0/,)#9�� �(%� rdacl
).4%2&!#%� )3� 53%$� "9� acl_edit� 4/� !##%33� !.$� -/$)&9� ���� ).&/2;
-!4)/.�� ���� $/%3� ./4� 02/6)$%� !.� )-0,%-%.4!4)/.� /&� 4(%� rdacl
).4%2&!#%��  )4(/54� !$$)4)/.!,� (%,0� &2/-� /4(%2� 3/52#%3�� %!#(

3%26%2� $%6%,/0%2� (!3� 4/� 72)4%� rdacl� 2/54).%3� 4(!4� #!,,� 4(%� ���
$!4!"!3%� !##%33� 2/54).%3�� �%26%23� 4(!4� )-0,%-%.4� 4(%� rdacl
).4%2&!#%� #!.� "%� !$-).)34%2%$� "9� !.9� #,)%.4� 4(!4� 53%3� 4(%

34!.$!2$� ).4%2&!#%� ).#,5$).'� 4(%� acl_edit� 4//,� -%.4)/.%$
!"/6%�



� � (� -� ���
� � 2' //6���&�-�� �*0-)�'� � � � � � � ��

�# � rdacl� $)/ -!�� � �* .� )*/� .0++*-/� ���$)"� �)�� � ' /$)"
���.� $/� *)'4� ���- .. .�  �$/$)"�  3$./$)"� ���.�� �*-� /#�/

- �.*)�� �)� ���� ./*-�" � .0�.4./ (� (0./� � � � .$") �� �)�

$(+' ( )/ �� !*-� �)� �++'$��/$*)� /#�/� .0++*-/.� ���$)"�

(*�$!4$)"�� - /-$ 1$)"�� �)�� � ' /$)"� ���.�

�# � rdacl� *+ -�/$*).� '$./ �� � '*2� �- � � .�-$� �� $)� /# � ���

- ! - )� � (�)0�'�	� �# 4� �- � '$./ �� # - � /*� "$1 � �)� $� �� *!

/# � .$5 � �)�� !0)�/$*)�'$/4� *!� /# � $)/ -!�� �

• rdacl_get_access�� '$./.� /# � + -($..$*).� "-�)/ �� /*� �� +-$)�$+�'� /*

*+ -�/ � *)� �� +�-/$�0'�-� *�% �/

• rdacl_get_manager_types�� " /.� /# � '$./� *!� ��/���. .� $)� 2#$�#� /# 

���� - .$� .

• rdacl_get_printstring�� " /.� /# � 0. -� � .�-$+/$*)� !*-�  ��#
+ -($..$*)

• rdacl_get_referral�� " /.� �� - ! - )� � /*� /# � +-$(�-4� 0+��/ � .$/ 

• rdacl_lookup�� " /.� /# � ���� !*-� �)� *�% �/
• rdacl_replace�� - +'�� .� /# � ���� !*-� �)� *�% �/
• rdacl_test_access�� - /0-).� /-0 � $!� /# � +-$)�$+�'� $.� �0/#*-$5 �� /*
+ -!*-(� /# � .+ �$!$ �� *+ -�/$*)� *)� �)� *�% �/

• rdacl_test_access_on_behalf�� - /0-).� /-0 � $!� �*/#� /# � ��'' -� �)�� �
.+ �$!$ �� /#$-�6+�-/4� +-$)�$+�'� �- � �0/#*-$5 �� /*� + -!*-(� /# 

.+ �$!$ �� *+ -�/$*)� *)� �)� *�% �/�

�)� $(+' ( )/�/$*)� *!� /# . � *+ -�/$*).� #�.� /*� ��''� /# � - 6

/-$ 1 � �)�� (*�$!4� *+ -�/$*).� *!� /# � ���� ./*-�" � .0�.4./ (�

$)1*& � /# � �0/#*-$5�/$*)� � �$.$*)� -*0/$) �� �)�� � .�-$� � /# 

+ -($..$*).� /#�/� �- � 0. �� $)� /# � ���.� !*-� /# � +�-/$�0'�-

$(+' ( )/�/$*)�

������
��� �
�	��������� �*( � *!� /# � �*3 .� $)� �$"�� �

- +- . )/� �*� � /#�/� $.� �0/*(�/$��''4� " ) -�/ �� !-*(� /# � $)/ -6

!�� � � .�-$+/$*)�� �)�� */# -� �*3 .� - +- . )/� �*� � /#�/� (0./

� � .0++'$ �� �4� . -1 -� � 1 '*+ -.�

�# � (*�0' .� *)� /# � -$"#/� .$� � *!� /# � �'*�&� �$�"-�(� $)� �$"�� �

- +- . )/� /# � �++'$��/$*)6.+ �$!$�� $)/ -!�� .� �)�� �*� �� �# 

�++'$��/$*)� $)/ -!�� � ./0�� $.� /# � �*� � " ) -�/ �� �4� /# � �)/ -6

!�� � � !$)$/$*)� ��)"0�" � ������ �*(+$' -� 2# )� "$1 )� /# 

�++'$��/$*)� $)/ -!�� � !$' .�� �*-�  3�(+' �� $!� 2 � #�1 � �� ��)&

���*0)/� . -1 -�� /# � �++'$��/$*)� $)/ -!�� � ./0�.� 2*0'�� - � $1 

/# � ��''� �)�� �$- �/� $/� /*� /# � �++'$��/$*)� (�)�" -�� �# � �++'$��6

/$*)� (�)�" -.� �- � /# � (*�0' .� /#�/� $(+' ( )/� /# � �++'$��6

/$*)� . -1 -� !0)�/$*)�'$/4�� �)� *0-� ��)&�  3�(+' �� /#$.� $.� /# 

�*� � /#�/� $(+' ( )/.� /# � � +*.$/� �)�� 2$/#�-�2�'

*+ -�/$*).�

�)� /# � ' !/� .$� � *!� �$"�� �� $.� /# � �*� � /#�/� $.� .+ �$!$�� /*� ���

(�)�" ( )/� *!� /# � ���� ./�)��-�� rdacl� $)/ -!�� �� �# � rdaclif
�rdacl� $)/ -!�� � !$' �� . -1 -� ./0�.� �- � " ) -�/ �� �4� -0))$)"� /# 
���� �*(+$' -� *1 -� /# � rdaclif.idl� !$' � 2#$�#� $.� � '$1 - �� 2$/#� /# 

���� +-*�0�/�� �# � rdacl� -*0/$) .� $(+' ( )/� /# � *+ -�/$*).

� !$) �� $)� /# � rdacl� $)/ -!�� �� �# � �*//*(� *!� �$"�� �� .#*2.� /# 

���� ./*-�" � �)�� - /-$ 1�'� �*� �� �# � rdacl� -*0/$) .� (�& � ��''.

/*� /# � ./*-�" � '�4 -�  $/# -� /*� " /� /# � ���.� /#�/� 2$''� � � . )/

*1 -� /# � 2$- � /*� �� - ,0 ./$)"� �'$ )/� *-� /*� - +'�� � �� ) 2� ���

- � $1 �� !-*(� �)� ���� ��($)$./-�/$*)� /**'�� �# � ��/���. � ��6

� ..� -*0/$) .� (0./� �'.*� $(+' ( )/� /# � ./�)��-�� ���� �# �&6

$)"� �0/#*-$5�/$*)� �'"*-$/#(� �)�� �� -*0/$) � /*� �*(+0/ � /# 

 !! �/$1 � + -($..$*).� *!� �� �'$ )/� 2$/#� - .+ �/� /*� �� .+ �$!$�

*�% �/�� �# � �++'$��/$*)� (�)�" -.� ��''� /# � ��/���. � ��� ..

'�4 -� /*� " /� �)� �0/#*-$5�/$*)� � �$.$*)�� �*-�  3�(+' �� /# � �*� 

/#�/� $(+' ( )/.� /# � 2$/#�-�2�'� *+ -�/$*)� )  �.� /*� !$-./

(�& � .0- � /#�/� /# � �'$ )/� (�&$)"� /# � - ,0 ./� $.� �0/#*-$5 �� /*

2$/#�-�2� (*) 4� !-*(� �� +�-/$�0'�-� ���*0)/�

�'/#*0"#� /# 4� �*� )*/� $)/ -��/� �$- �/'4� 2$/#�  ��#� */# -�� /# 

�++'$��/$*)� (�)�" -� -*0/$) .� �)�� rdacl� -*0/$) .� �* 3$./� 2$/#$)

/# � .�( � +-*� ..� �)�� ��''� �*((*)� ���� (�)�" -� -*0/$) .�

����	��

���� .0++*-/.� �� . -1 -� +-*� ..�.� ��$'$/4� /*� (�& � �)� �0/#*6

-$5�/$*)� � �$.$*)� $)� . 1 -�'� 2�4.�� �0/� �.� .#*2)� $)� �$"�� ��

/# - � $.� �� '*/� *!� �*� � ' !/� !*-� /# � . -1 -� � 1 '*+ -� /*� 2-$/ �

�*( � *!� /# � - ,0$- �� �*� �� .0�#� �.� /# � �0/#*-$5�/$*)� � �$6

.$*)� -*0/$) �� ��)� � � - 0. �� $)� */# -� �++'$��/$*).� � ��0. � $/

$.� �++'$��/$*)� $)� + )� )/�� �/# -� �*� �� .0�#� �.� /# � ./*-�" 

.0�.4./ (�� $.� (*- � �++'$��/$*)6.+ �$!$�� �)�� ($"#/� #�1 � /*� � 

� 1 '*+ �� !*-�  ��#� ) 2� . -1$� �

�
��� ���� ��
� �
��
�� �
�
���
�

�#$.� . �/$*)� � .�-$� .� /#-  �  1*'0/$*)�-4� ./ +.� /#�/� 2 � /**&

/*� .0++' ( )/� ����.� �0/#*-$5�/$*)� .0++*-/�� �# � �++-*��#

2 � /**&� /*�  ��#� ./ +� $.� )*/� )*1 '�� ���#� �++-*��#� #�.� 1�'0 

�4� $/. '!� $)� ���$/$*)� /*� � $)"� �� ./ ++$)"� ./*) � /*� �� (*- 

.*+#$./$��/ �� �++-*��#�

�*/ � /#�/� �'/#*0"#� /# � *0/+0/.� !-*(�  ��#� *!� /# . � ./ +.� �$�

)*/� �$- �/'4� � �*( � +-*�0�/.�� /# 4� �$�� !*-(� /# � ��.$.� !*-� ��

��% �/6�-$ )/ �� ���� ���� �������� ��� ������ $.� �-$ !'4

� .�-$� �� '�/ -� $)� /#$.� �-/$�' � �)�� �*(+' / '4� � .�-$� �� $)� /# 

�-/$�' � *)� +�" � 

�

Sample Applications.� �# � !$-./� ./ +� 2�.� .$(+'4� /*� +-*1$� � �)

 3�(+' � *!� . -1 -� �*� � /#�/� + -!*-(.� ���� (�)�" ( )/�� �# 

�++'$��/$*)� acl_manager� $.� *) � *!� �� . /� *!� .�(+' � �++'$��/$*).

2-$// )� /*� � (*)./-�/ � /# � 0. � *!� 1�-$*0.� ���� !��$'$/$ .�

�# . � .�(+' � �++'$��/$*).� �- � �� 1�'0��' � ' �-)$)"� /**'� �)�

�- � �'.*� 0. !0'� !*-� �0//$)"� �)�� +�./$)"� 2*-&$)"� �*� � $)/*� �

- �'62*-'�� �++'$��/$*)�

�#  acl_manager � $.� ��. �� *)� /# � ���� (�)�" -� - ! - )� � $(+' 6

( )/�/$*)� �$./-$�0/ �� 2$/#� ���� .*0-� � �*� �� �# � .�(+' 

�++'$��/$*)� 0. .� �� ./�/$�� /��' � *!� ���.�� �)�� /# - � $.� )*� *+ -�6

/$*)� !*-� ���$)"� *-� � ' /$)"� ���.� �)�� )*� " ) -�'� ./*-�" 

(�)�" -�� �*2 1 -�� acl_edit� ��)� $)/ -��/� 2$/#� /#$.� +-$($/$1 

���� (�)�" -� /*� 1$ 2� *-� (*�$!4� /# � ���� !*-� *) � *!� /# . 

./�/$�� *�% �/.� �

�#  acl_manager � $)�'0� .� �� � .�-$+/$*)� *!� #*2� /*� /�$'*-� /# 

�*� � /*� *) �.� *2)� �++'$��/$*)� . -1 -� �)�� +-*1$� .� (*- 

���&"-*0)�� *)� #*2� ���� (�)�" ( )/� 2*-&.� /#�)� $.� �1�$'6

��' � $)� /# � ���� (�)0�'� . /�

�)*/# -� .�(+' � �++'$��/$*)�� /# � +#*) � ��/���. �� � (*)6

./-�/ .� /# � 0. � *!� �)� ���� (�)�" -� $).$� � �)� �++'$��/$*)�� �#$.

(*- � �*(+' 3� .�(+' � �++'$��/$*)� � (*)./-�/ .� #*2� �++'$6

��/$*)� $)/ -!�� .� �)�� /# � ���� (�)�" ( )/� $)/ -!�� � �* 3$./

2$/#$)� /# � .�( � . -1 -� �)�� #*2� /# 4� $)/ -��/�� �# � +#*) 

��/���. � �++'$��/$*)� 0. .� �)� $)6( (*-4� �$)�-4� /-  � ./*-�" 

!��$'$/4� 2$/#� �� .$(+' � �# �&+*$)/� !��$'$/4� !*-� �*(($//$)"

�#�)" .� /*� ./��' � ./*-�" �� �# � + -.$./ )/� - +- . )/�/$*)� *!

���.� ��)� � � (*�$!$ �� �4� �)�  �$/*-� !*-� �0'&� $)+0/�� �/� ./�-/0+�

/# � . -1 -� +�-. .� �)�� $)/ -+- /.� /#$.� !$' �

�.� ( )/$*) �� � !*- �� $)� ���$/$*)� /*� � $)"� �� 1�'0��' � ' �-)6

$)"� /**'�� /# � .�(+' � �++'$��/$*).� +-*1$� � - 0. � *!� �*� � �)�

$� �.� �/� /# � .*0-� 6�*� � ' 1 '�

Common ACL Management Module Interface.� �0//$)"� �� .�(+' 

�++'$��/$*)� �)�� +�./$)"� $/� $)/*� �� ) 2� �++'$��/$*)� 2$/#� �)



��� � � � � � � � �" "*�"/� ��� �"4)"118�� (�/!� �,2/+�)

2+!"/01�+!&+$� ,#� %,4� &1� +""!0� 1,� �"� *,!&#&"!� &0� 02/")6� �"18

1"/� 1%�+� 01�/1&+$� #/,*� 0 /�1 %�� �"20"� 1%/,2$%� ��  ,!"� )&�/�/6� &0

�"11"/� 6"1�� �%"� -/,�)"*� 4�0� %,4� 1,� -/,3&!"� �� 0&+$)"� )&�/�/6

#,/� ���� *�+�$"*"+1� 4%"+� 0,� *2 %� ,#� &1� &0� �--)& �1&,+80-"8

 &#& �� �%"/"� &0� 0,� *2 %� #)"5&�&)&16� &+� %,4� ���0� �/"� *�+�$"!�

�"� 4,+!"/"!� &#� &1� 4"/"� -,00&�)"� 1,� �+1& &-�1"� 4%�1� *,01

!"3"),-"/0� 4,2)!� +""!� �+!� &#� 4"� 4,2)!� �"� ��)"� 1,� 0�1&0#6

1%,0"� +""!0� �6�  /"�1&+$� �� $"+"/�)8-2/-,0"� )&�/�/6�

�%"� #&/01� 1�0(� 4�0� 1,� -�/1&1&,+� 1%"� �0-" 10� ,#� ���� *�+�$"8

*"+1� &+1,� 1%,0"� 1%�1� �/"� �--)& �1&,+80-" &#& � �+!� 1%,0"� 1%�1

�/"� �--)& �1&,+� &+!"-"+!"+1�� �%"� �--)& �1&,+� &+!"-"+!"+1

-,/1&,+� 4,2)!� �"� -/,3&!"!� �0� )&�/�/6� /,21&+"0�� �2/� �--/,� %

1,� 1%"� �--)& �1&,+80-" &#& � -,/1&,+0� 4�0� 1%/""#,)!�

• �&*&1� 1%"� #)"5&�&)&16� �6� -/,3&!&+$� /,21&+"0� 1%�1� 4,2)!� �"� 02#8

#& &"+1� #,/� *,01� !"3"),-"/0�� �,/� "5�*-)"�� �)1%,2$%� ���

�)),40� �� 0"/3"/� 1,� &*-)"*"+1� *,/"� 1%�+� 	�� -"/*&00&,+0�

)&*&1&+$� 02--,/1� 1,� 	�� ,/� )"00� 0&*-)&#&"!� 1%"� !"0&$+

 ,+0&!"/��)6�

• ��/�*"1"/&7"� /,21&+"0� 02 %� 1%�1� 1%"&/� �"%�3&,/�  �+� �"� !"1"/8

*&+"!� 4%"+� 1%"� )&�/�/6� &0� &+&1&�)&7"!� �1� 01�/12-�� �,/� "5�*-)"�

"� %� �--)& �1&,+� !"#&+"0� &10� ,4+� 0"1� ,#� -"/*&00&,+0�� �� 1��)"

,#� -"/*&00&,+0�  �+� �"� !,4+),�!"!� &+1,� 1%"� )&�/�/6� /�1%"/

1%�+� %�/!8 ,!"!� &+1,� 1%"� )&�/�/6� /,21&+"0�

• �!"+1&#6� �� 4"))8!"#&+"!� &+1"/#� "� 1,� 1%"� 01,/�$"� �+!� /"1/&"3�)

/,21&+"0�� �0� *"+1&,+"!� "�/)&"/�� 1%"� 01,/�$"� /".2&/"*"+10� �/"

1%"� ,+"� �0-" 1� ,#� ���� *�+�$"*"+1� 1%�1� 4&))� 3�/6� 1%"� *,01

�*,+$� �--)& �1&,+0�� �6� -�/1&1&,+&+$� 1%"� #2+ 1&,+�)&16� &+� 1%&0

4�6��  201,*"/0� 4&1%� 0-" &�)� 01,/�$"� +""!0�  �+� 4/&1"� 1%"&/

,4+� ���� 01,/�$"� *�+�$"*"+1�� �+!� -/,3&!"!� 1%�1� 1%"6�  ,+8

#,/*� 1,� 1%"� -2�)&0%"!� &+1"/#� "� $2&!")&+"0�� 4,2)!� 01&))� �"

��)"� 1,� 20"� 1%"� )&�/�/6� #,/� ,1%"/� ���� *�+�$"*"+1� #2+ 1&,+0�

�&$�� 	� 0%,40� �� !&##"/"+1� 3&"4� ,#� 1%"� ����  ,*-,+"+10� !"8

-& 1"!� &+� �&$�� ��� �%"� �--)& �1&,+� 0"/3"/�  ,*-,+"+1� &0� +,1

 �))"!� ,21� 0"-�/�1")6� &+� �&$�� ��� �%"� 0"/3"/� &+&1&�)&7�1&,+�  ,!"

�server.c�� &0� 16-& �))6� ), �1"!� &+� 1%&0�  ,*-,+"+1�� �%"� �--)& �8

1&,+� 0"/3"/� �)0,�  ,+1�&+0� 1%"�  ,!"� 1%�1� !&/" 10� 1%"� ���� /2+8

1&*"�  ,!"� 1,� 01�/1� )&01"+&+$� #,/� &+ ,*&+$�  )&"+1� /".2"010�

�%"� �--)& �1&,+� *�+�$"/�  ,*-,+"+1� &+� �&$�� 	�  ,+1�&+0� 1%"

0�*"� #2+ 1&,+�)&16� �0� 1%"� �--)& �1&,+� *�+�$"/�  ,*-,+"+1

0%,4+� &+� �&$�� ��

�%"� ���� *�+�$"/�  ,*-,+"+1� &+� �&$�� 	� /"-/"0"+10� 1%"�  ,!"

+""!"!� 1,� 02--,/1� 1%"� rdacl� &+1"/#� "�� 1%"� ����  %" (&+$� �)$,8
/&1%*�� 1%"�  ,*-21&+$� ,#� "##" 1&3"� -"/*&00&,+0�� �+!� ,1%"/

$"+"/�)� 21&)&1&"0�� ��0& �))6�� 1%"� ���� *�+�$"/�  ,+1�&+0� �))� 1%"

����  ,!"� 1%�1� &0� &+!"-"+!"+1� ,#� %,4� �+� ���� &0� 01,/"!

4&1%&+� �� !�1���0"�� �1� �)0,� "+ �-02)�1"0� 1%"� &*-)"*"+1�1&,+� ,#

1%"� ���� 01/2 12/"� &10")#�� �+� ,1%"/� 4,/!0�� &#� 1%"� !�1�� 01/2 12/"

1%�1� /"-/"0"+10� �+� ���� 4"/"� 1,�  %�+$"�� ,+)6� 1%"� ���� *�+8

�$"/�  ,*-,+"+1� 4,2)!� +""!� 1,� �"� /"4/&11"+� 1,� �  ,**,8

!�1"� 1%"�  %�+$"0�

�%"� ���� 01,/�$"� *�+�$"/�  ,+1�&+0� 1%"� ���� !�1���0"� �  "00

/,21&+"0� �+!� 1%"� ���� !�1���0"�� �%"� ���� 01,/�$"� *�+�$"/

 �+� *�+�$"� ���� 01,/�$"� &+� *"*,/6�� ,+� !&0(�� ,/� �� %6�/&!� ,#

1%"� 14,�

�%"�  &/ )"!� +2*�"/0� &+� �&$�� 	�  ,//"0-,+!� 1,� 1%"� #,)),4&+$

&+1"/� 1&,+0� �"14""+� ���� *�+�$"/�  ,*-,+"+10�

��� �%"� �--)& �1&,+� 0"/3"/� *201�  �))� 1%"� ���� *�+�$"/� 1,� &+&8

1&�)&7"� &10� &+1"/+�)� !�1�� 01/2 12/"0� �+!� 1,� !,4+),�!� �--)& �8

1&,+80-" &#& � &+#,/*�1&,+� 02 %� �0� -"/*&00&,+� -/&+1� 01/&+$0� �+!

/"#"/"+ "� *,+&1,/�  �))�� (� #2+ 1&,+0�� �%"� /"#"/"+ "� *,+&1,/

&*-)"*"+10� �� $"+"/�)� 0" 2/&16� -,)& 6� 1%�1� 0 /""+0� &+ ,*&+$

/".2"010� ��0"!� ,+� 1%"�  )&"+1�0� &!"+1&16� �+!� 1%"� �21%"+1& �1&,+

,/� �21%,/&7�1&,+� -,)& &"0� &1� &0� 20&+$�� �%"� *,+&1,/� !,"0� +,1

��0"� �+� �21%,/&7�1&,+� !" &0&,+� ,+� 1%"� /".2"01"!� ,-"/�1&,+� ,/

1%"� 1�/$"1� ,�'" 1�� �%"� ���� *�+�$"/� -"/#,/*0� 1%�1� ',��� �� !"8

#�2)1� /"#"/"+ "� *,+&1,/� &0� -/,3&!"!� �6� 1%"� ���� *�+�$"/�� �#

�+� �--)& �1&,+� %�0� &10� ,4+� /"#"/"+ "� *,+&1,/�� &1� 4&))� �"� &+8

3,("!� &+01"�!� ,#� 1%"� !"#�2)1� *,+&1,/� 02--)&"!� 4&1%� 1%"� ���

*�+�$"/�

��� �%"� �--)& �1&,+� 0"/3"/� *201�  �))� 1%"� ���� 01,/�$"� *�+�$"/

1,� �)),4� &1� 1,� &+&1&�)&7"� &10")#�� �%"� &+&1&�)&7�1&,+�  �))0� -"/#,/*"!

�6� 1%"� �--)& �1&,+� 0"/3"/� �/"� ,+)6� !,+"� ,+ "� 4%"+� 1%"� 4%,)"

0601"*� &0� &+&1&�)&7"!�

	�� �%"� �--)& �1&,+� *�+�$"/�  �))0� 1%"� ���� *�+�$"/� 1,� -"/8

#,/*� �+� �21%,/&7�1&,+� !" &0&,+� ,/� 1,� &+3,("� �� $"+"/�)� ���

21&)&16�


�� �%"� �--)& �1&,+� *�+�$"/�  �))0� 1%"� ���� 01,/�$"� *�+�$"/� 1,

�!!� �� +"4� ���� 1,� 1%"� !�1���0"� ,/� 1,� !")"1"� �+� ,)!� ���� #/,*

1%"� !�1���0"�

��� �%"� ���� *�+�$"/�  �))0� 1%"� ���� 01,/�$"� *�+�$"/� 1,� 1/�+08

#"/� �+� ���� 1,� ,/� #/,*� 1%"� !�1���0"� &+� /"0-,+0"� 1,� rdacl
/".2"010�  ,*&+$� #/,*� acl_edit�

��� �%"� ���� 01,/�$"� *�+�$"/�  �))0� 1%"� ���� *�+�$"/� 21&)&16

/,21&+"0� 1,� *�+&-2)�1"� ���� !�1�� 01/2 12/"0�� �+"� *�+&-2)�8

1&,+� ,-"/�1&,+� &+3,)3"0�  ,+3"/1&+$� -"/*&00&,+0� #/,*� %2*�+

/"�!��)"� #,/*� &+1,� �� �&1*�-� �+!� 3& "� 3"/0��

Application
Interface Stub From Application Client

From acl_edit
ACL Storage

ManagerACL Manager

Application
Server

Application
Manager

1
2 3

4

5

6

7

rdacl
Stubs ACL

Database

����� ��� �/ %&1" 12/"� #,/� *,!2)"0

1%�1� *�("� 2-� 1%"�  ,**,+� ���

*�+�$"*"+1� *,!2)"� &+1"/#� "�



�#!#+ #0� ����� �#5*#229��!)�0"� �-30,�*� � � � � � � ��

�� �&#� ���� +�,�%#0� +312� +�)#� �� !�** �!)� 2-� �,� �..*'!�2'-,9

1.#!'$'!� 0#$#0#,!#� +-,'2-0� 0-32',#� 2-� 1!0##,� �,� ',!-+',%� rdacl
0#/3#12� �!!-0"',%� 2-� 2&#� �..*'!�2'-,�1� %#,#0�*� 1#!30'27� .-*'!7�

�&#� %-�*� $-0� 2&#� !-++-,� ���� +�,�%#+#,2� +-"3*#� ',2#0$�!#

5�1� 2-� #6.*-0#� �..0-.0'�2#� .0-%0�++�2'!� ',2#0$�!#1�� �30

'+.*#+#,2�2'-,� 5�1� �� .0--$� -$� 2&#� !-,!#.2� $-0� 2&#� "#1'%,

�,"� 5�1� ,-2� ',2#,"#"� 2-�  #� 2&#�  #12� ���� +�,�%#0� .�!)�%#�

�&#� '+.*#+#,2�2'-,� .0-4'"#"� 2&#� 1�+#� $3,!2'-,�*'27� �1� 2&#

1�+.*#� �..*'!�2'-,� #6!#.2� 2&�2� '2� 31#"� �,� ',9+#+-07�  ',�07

20##� 2-� �**-5� �..*'!�2'-,1� 2-� �""� ���1� �2� 03,� 2'+#�� �&#� +�',

!-,20' 32'-,� -$� 2&#� !-++-,� ���� +�,�%#+#,2� +-"3*#� ',2#09

$�!#� $0-+� �,� �..*'!�2'-,� "#4#*-.#0�1� 12�,".-',2� '1� 2&#� � '*'27

2-� *',)� 5'2&� �� %#,#0�*9.30.-1#� *' 0�07� 0�2&#0� 2&�,� !322',%� �,"

.�12',%� 1-30!#� !-"#�� �&#� �..*'!�2'-,� "#4#*-.#0� !�,� 31#

&'%&#09*#4#*� ',2#0$�!#1� $-0� !0#�2',%� ���1� �,"� %#2� �32&-0'8�9

2'-,� "#!'1'-,1� 5'2&-32� &�4',%� 2-� 3,"#012�,"� �,"� 50'2#� 2&#

3,"#0*7',%� +#!&�,'1+�

�*2&-3%&� 2&#� !-++-,� ���� +�,�%#+#,2� +-"3*#� ',2#0$�!#

5�1� ,#4#0� 1-*"� �1� �,� ��� .0-"3!2�� '2� 5�1� 31#$3*� ',� 1#4#0�*

5�71�� �'012�� 5#� *#�0,#"� �� %0#�2� "#�*� � -32� ���� +�,�%#+#,2

�,"� 5&�2� "#4#*-.#01� 5-3*"� 5�,2� 2-�  #� � *#� 2-� "-� 5'2&� '2�

�#!-,"�� 5#� 31#"� 2&#� +-"3*#1� ',� �,� ',2#0,�*� ���� 20�',',%

!*�11� 2&�2� �**-5#"� 31� 2-� 2#�!&� ���� +�,�%#+#,2� !-,!#.21

�,"� &�4#� 2&#� 123"#,21� �""� ���� +�,�%#+#,2� 2-� �,� �..*'!�9

2'-,� 2&#7� "#4#*-.#"� "30',%� �� 25-92-92&0##9&-30� *� -0�2-07

#6#0!'1#�� �&#� !-++-,� ���� +�,�%#+#,2� +-"3*#� ',2#0$�!#

�**-5#"� 2&#� 123"#,21� 2-� 1.#,"� 2&#'0� *� � 2'+#� 0#',$-0!',%� 2&#

!-,!#.21� .0#1#,2#"� ',� 2&#� *#!230#� 0�2&#0� 2&�,� %#22',%�  -%%#"

"-5,� ',� 50'2',%� �� *-2� -$� 13..-02',%� !-"#� (312� 2-� +�)#� 2&#'0

�..*'!�2'-,� 5-0)�� �&#� #6.#0'#,!#1� -$� 2&#� !*�11� 0#',$-0!#"

-30�  #*'#$� 2&�2� '2� '1� .-11' *#� 2-� 13..-02� �..*'!�2'-,� "#4#*-.9

#01� ',� 2&#� !0#�2'-,� -$� ���� +�,�%#+#,2� $3,!2'-,�*'27� 5'2&-32

#4#07� "#4#*-.#0� &�4',%� 2-� 3,"#012�,"� �**� -$� 2&#� !-+.*'!�2#"

"#2�'*1� -$� ���� +�,�%#+#,2� 2&�2� �0#� ���9.0#1!0' #"�  32� ,-2

�..*'!�2'-,91.#!'$'!�

�&#� 4#01'-,� -$� ���� .0-4'"#"�  7� ���� -,*7� 13..-021� �� .0-9

%0�++�2'!� ',2#0$�!#1�� �2� +�"#� 1#,1#� 2-� '+.*#+#,2� 2&#� !-+9

+-,� ���� +�,�%#+#,2� +-"3*#1� ',� �� $-0� 25-� 0#�1-,1�

• �',!#� 5#� 5#0#� *�7#0',%� -,� 2-.� -$� ����� '2� 5�1� +-0#� !-,4#9

,'#,2� 2-� 31#� 2&#� 13..-02#"� *�,%3�%#�

• �#� #6.#!2#"� 2&�2� 31#01� -$� 2&#� !-++-,� ���� +�,�%#+#,2

+-"3*#1� 5-3*"� �*1-�  #� .0-%0�++',%� ',� ��� �,"� 1-� 5-3*"

5�,2� �� ',2#0$�!#1� 2-� 2&#� !-++-,� ���� +�,�%#+#,2� +-"3*#

',2#0$�!#� *' 0�07�

�-5#4#0�� 2&#0#� '1� %0-5',%� ',2#0#12� ',� ���� ',2#0$�!#1� 2-� ���

�1� 5#**� �1� 13..-02� $-0� - (#!29-0'#,2#"� .0-%0�++',%�� �,

0#1.-,1#� 2-� 2&�2� ,##"�� �� ���� !*�11� *' 0�07� $-0� ���� !�**#"

������ �- (#!29-0'#,2#"� ����� &�1�  ##,� "#4#*-.#"�

�� ��
	��� �� 	��� 	����� �������� ���� 
	�

�&#� !-++-,� +�,�%#+#,2� +-"3*#� ',2#0$�!#� �!2#"� �1� �

1.0',% -�0"� $-0� "#1'%,� �,"� '+.*#+#,2�2'-,� -$� 2&#� ���� ���

+�,�%#+#,2� !*�11#1� 5&'!&� �0#� .�02� -$� ���1� �����

.0-"3!2�� �',!#� '2� '1� +3!&� #�1'#0� 2-� !0#�2#� � 120�!2� ',2#0$�!#

"#$','2'-,1� ',� ���� 2&�,� ',� ��� 2&#1#� ���� ���� +�,�%#+#,2

!*�11#1� +�)#� '2� #�1'#0� 2-� .0-4'"#� �!!#11� !-,20-*� 5'2&',� �� ���

1#04#0�� �..*'!�2'-,� "#4#*-.#01� !�,� 0#'+.*#+#,2� 1.#!'$'!

!*�11#1� 2-� !312-+'8#� 2&#� ���� +�,�%#0� 2-� $'2� 2&#'0

DCEAclStorageManagerDCEAclMgr

DCEAcl

DCEAclDb

DCEAclSchema

DCEModifyableAcl

����� ��� ��� ������ ���� +�,�%#+#,2� !*�11� ',2#00#*�2'-,1&'.1�

,##"1�� �&#� !*�11#1� 13..*'#"� 5'2&� ������ �,"� 2&#'0� ',2#00#*�9

2'-,1&'.1� �0#� 1&-5,� ',� �'%�� ��� �&#� !*�11#1� 1&-5,� ',� �'%�� �

0#.0#1#,2� $302&#0� +-"3*�0'8�2'-,� -$� 2&#� ���� +�,�%#0� �,"

���� 12-0�%#� +�,�%#0� !-+.-,#,21� 1&-5,� ',� �'%�� 
�

Class Descriptions.� �&#� DCEAclMgr� !*�11� '+.*#+#,21� 2&#� rdacl
',2#0$�!#� $-0� 31#�  7� 2&#� acl_edit� 2--*� �,"� -2&#0� +�,�%#+#,2
2--*1�� �&#0#� '1� -,#� ',12�,!#� -$� �,� DCEAclMgr� .#0� �..*'!�2'-,
1#04#0�� �&#� DCEAclStorageManager� +�,�%#1� �**� ���� "�2� �1#1� $-0
2&'1� 1#04#0�� �&#� DCEAclStorageManager� '1� 0#1.-,1' *#� $-0� $',"',%
2&#� "�2� �1#� ',� 5&'!&� 2&#� ���� '1� 12-0#"� �,"� 0#230,',%� �� &�,9

"*#� 2-� 2&�2� "�2� �1#�� �0-%0�+1� ',4-)#� 2&#� DCEAclStorageManager
',2#0$�!#� 2-� !0#�2#� -0� 0#%'12#0� �� ,#5� ���� "�2� �1#� �,"� 2-

�!!#11� #6'12',%� -,#1�

�&#� DCEAclDB� !*�11� "#$',#1� 2&#� ',2#0$�!#� 2-� �,� ���� "�2� �1#�
�,� ���� "�2� �1#� +�7� "#$',#� +3*2'.*#� 
	9 '2� 5-0"1� -$� .#09

+'11'-,1�� �&#� ',2#0.0#2�2'-,� -$� 2&#� .#0+'11'-,�  '21� '1� 12-0#"

',� �� DCEAclSchema� - (#!2�� �,"� #�!&� "�2� �1#� &�1� #6�!2*7� -,#
DCEAclSchema� �11-!'�2#"� 5'2&� '2�

�&#� DCEAcl� !*�11� "#$',#1� �,� ',2#0$�!#� $-0� �!!#11',%� ���� ���
',$-0+�2'-,�� �,� �""'2'-,� 2-� 2&#� ���� ���� ',$-0+�2'-,�� 2&#

DCEAcl � !*�11� !-,2�',1� ',$-0+�2'-,� � -32� 2&#� "�2� �1#� ',� 5&'!&
'2� 0#1'"#1�� 2&#� -5,#0� �,"� %0-3.� -$� 2&#� .0-2#!2#"� - (#!2�� �,"

-2&#0� ',$-0+�2'-,� 2&�2� '1� ,##"#"�  7� �,� '+.*#+#,2�2'-,�� �&#

DCEAcl�1� 12�2#� '1� 0#�"9-,*7�� �&#� DCEModifyableAcl� !*�11� '1� �� +-"'9
$'� *#� 4#01'-,� -$� 2&#� DCEAcl� !*�11�

Using the OODCE ACL Management Classes.� �&#� �..*'!�2'-,
1#04#0� ',4-)#1� �� 1'+.*#� +�!0-� 2&�2� ','2'�*'8#1� 2&#� ���� 1719

2#+�� �������  7� "#$�3*2�� &�,"*#1� �**� 2&#� "#2�'*1� -$� +�)',%

2&#� rdacl� ',2#0$�!#� 0#�"7� 2-�  #� ',4-)#"�  7� 0#+-2#� !*'#,21�� �&'1
',!*3"#1� 0#%'12#0',%� 2&#� ',2#0$�!#� 5'2&� 2&#� ���� 03,92'+#� 0-39

2',#1� 1-� 2&�2� �,� ',!-+',%� 0#/3#12� $-0� 2&�2� ',2#0$�!#� '1� 0#9

!#'4#"� �,"� #,130',%� 2&�2� 2&#� !-00#!2� #,207� .-',2� $-0� 2&#� rdacl
0-32',#1� '1� ',4-)#"�� �&#� �..*'!�2'-,� 1#04#0� �*1-� &�,"*#1� #69

.-02',%� *-!�2'-,� ',$-0+�2'-,� 2-� 2&#� #,".-',2� +�..#0† �,"
���� �!#**� "'0#!2-07� 1#04'!#�� "�2� �1#� 1-� 2&�2� !*'#,21� !�,� $',"

2&#� 1#04#0�1� ���� +�,�%#+#,2� ',2#0$�!#�� �&�2� '1� 2&#� -,*7� 0#9

/3'0#"� ',4-*4#+#,2� -$� 2&#� �..*'!�2'-,� 1#04#0�� �-5#4#0�� 2&#

�..*'!�2'-,� 1#04#0� +�7� !0#�2#� DCEAclDb� - (#!21� 2&�2� !�,�  #
1&�0#"� �!0-11� +�,�%#0� - (#!21�� �&#1#� "�2� �1#1� +312�  #

0#%'12#0#"� 5'2&� 2&#� DCEAclStorageManager�

† The mapper maintains a list of interfaces and the corresponding port numbers where services
of the interfaces are listening.
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//+(" 3(.-� , - &$12� "1$ 3$� -$6� ��� .!)$"32� !8� %(123� 1$:

04$23(-&� 3'$� DCEAclDb� .!)$"3� 3.� "1$ 3$�  � DCEModifyableAcl� .!)$"3
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3'.1(9 3(.-� #$"(2(.-��  -�  //+(" 3(.-� , - &$1� 1$31($5$2�  -
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.6-� (,/+$,$-3 3(.-2� .%� DCEAclDb�� DCEAcl��  -#� DCEModifyableAcl
"+ 22$2�  -#� ' 5$� 3'$,� /+4&� (-3.� 3'$� 1$23� .%� 3'$� 2823$,�

� DCEAclDb� (,/+$,$-3 3(.-� $-" /24+ 3$2� 3'$� # 3 ! 2$�  ""$22�
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#$5$+./$1� -$$#� .-+8� (,/+$,$-3� DCEAclDb� 2.� 3' 3� (3� ".-%.1,2

3.� 3'$�  !231 "3� (-3$1% "$�  -#� , *$2� 3'$� " ++2� 3.� 3'$� ".,,$1:
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�'$� DCEModifyableAcl� "+ 22�  ++.62� %.1� %(-$:&1 (-$#� $#(3(-&�� �'$

rdacl� (-3$1% "$� .-+8� 24//.132� 3'$�  3.,("� 1$/+ "$,$-3� .%�  -

$-3(1$� ���� 6'$1$ 2� 3'$� DCEModifyableAcl� #$2(&-� 24//.132
"' -&(-&� (-#(5(#4 +� $+$,$-32� 6(3'(-�  -� ���
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% 4+3� (,/+$,$-3 3(.-2� %.1�  ++� 3'$� "+ 22$2�� !43� 6$� $7/$"3� 3' 3

"423.,$12� 6(++� 61(3$� 3'$(1� .6-� (,/+$,$-3 3(.-2� .%� DCEAclDb
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HP-UX 9.* and 10.0 for HP 9000 Series 700 and 800 computers are X/Open Company UNIX
93 branded products.

UNIX is a registered trademark in the United States and other countries, licensed exclusively
through X/Open  Company Limited.

X/Open is a registered trademark and the X device is a trademark of X/Open Company Lim-
ited in the UK and other countries.

Open Software Foundation and OSF are trademarks of the Open Software Foundation in the
U.S. and other countries.
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Using the Interface Definition Language compiler and the C++ class
library, the HP OODCE product provides objects and abstractions that
support the DCE model and facilitate the development of object-oriented
distributed applications.

�,� �����!�� 
�� ��((!�&�� ������!� ��� �)$�� �#�� �)�'� ��� ��!�$#��$

���2� �!)$"3:�1($-3$#� ���� ���� ������� /1.5(#$2�  � +(!1 18

.%� %1 ,$6.1*�  -#� 43(+(38� ���� "+ 22$2� 3' 3� '(#$� ���� /1.&1 ,:

, 3("� ".,/+$7(38� %1.,� #$5$+./$12�  -#� /1.5(#$�  43., 3("

#$% 4+3� !$' 5(.1� 3.� $ 2$� 3'$� #$5$+./,$-3� .%� #(231(!43$#�  /:

/+(" 3(.-2�� �'$� #$% 4+3� !$' 5(.1� (2�  +2.�  � &1$ 3� '$+/� (-� 2'.13:

$-(-&�  //+(" 3(.-� #$5$+./,$-3� 3(,$�� ��� ������ .%%$12� %+$7(:

!(+(38� !8�  ++.6(-&� #$5$+./$12� 3.� 42$� 24!"+ 22(-&�  -#

"423.,(9$#� (,/+$,$-3 3(.-�� �(&�� 
� 2'.62� 3'$� /1.#4"3� 2314":

341$� %.1� ��� ������

��� ������  ++.62� "+($-32� 3.� 5($6� 1$,.3$� .!)$"32�  2� ���

.!)$"32�  -#� 3.�  ""$22� ,$,!$1� %4-"3(.-2�  -#� 1$"$(5$� 1$24+32

6(3'.43� , *(-&� $7/+("(3� 1$,.3$� /1."$#41$� " ++2� ����2��� �+2.�

 //+(" 3(.-2� " -� ".,,4-(" 3$� 6(3'� $ "'� .3'$1� 42(-&� (-3$1:

% "$2� 2/$"(%($#� !8� 3'$� �-3$1% "$� �$%(-(3(.-� � -&4 &$� ������

�(- ++8�� ��� ������ 42$2� 3'$� ���� "+ 22� +(!1 18�  -#� 3'$� ���

".,/(+$1� �(#+���� 3.� "1$ 3$�  -� .!)$"3:.1($-3$#� /1.&1 ,,(-&

$-5(1.-,$-3� 3' 3� 24//.132� ���:! 2$#� ".,,4-(" 3(.-2�� "+($-3	

2$15$1� "+ 22$2�� ������ 3'1$ #2��  -#�  ""$22� 3.� 3'$� ���� - ,(-&

 -#� 2$"41(38� 2$15("$2�

Utility Classes

Framework Classes

Extension Classes
(Object Kits)

Customer-Specific
or Vendor-Specific

Object Kits

idl++ Com-
piler

C++ Framework For DCE

Provide Support for the C++
Model and Default Implementa-
tions (e.g., DCEInterface, DCEInter-

faceMgr, and DCEServer)

Encapsulate DCE Data
Structures (e.g., DCEUuid and

DCEPassword)

Derived From IDL Specification
(e.g., Client and Server

Classes)

Generated Classes

���� ��� ��� ������ /1.#4"3� 2314"341$�

��!��-��#�&�(��� 
!�''�'

�'$� (#+��� ".,/(+$1� 3 *$2�  -� ���� 2/$"(%(" 3(.-� +(*$� 3'$� .-$

2'.6-� (-� �(&�� ��  -#� &$-$1 3$2� 3'$� ���� "+ 22$2� 2'.6-� (-

�(&����� �'$� (#+��� ".,/(+$1�  +2.� &$-$1 3$2� 3'$� '$ #$1� %(+$�  -#

234!2� -.1, ++8� /1.#4"$#� !8� 3'$� ���� ���� ".,/(+$1�

�'$� ".-"1$3$� "+($-3� "+ 22�� #$2"1(!$2� 3'$� "+($-3� /1.78� .!)$"3

3' 3�  ""$22$2� 1$,.3$� ���� .!)$"32� (,/+$,$-3$#� !8� 3'$� 2$15$1�

�'$� /1.78� .!)$"3� &(5$2� 3'$� "+($-3� 3'$� (,/1$22(.-� 3' 3� 3'$

(-23 -3( 3(.-� .%�  � / 13("4+ 1� 2$15$1� .!)$"3� (2� $7$"43(-&� +." ++8�

�(&�� � 2'.62�  -� $7 ,/+$� .%�  � "+($-3� /1.78� "+ 22� #$"+ 1 3(.-

%.1�  -� (-3$1% "$� 3.� 3'$� Sleep� %4-"3(.-�� 6'("'� (2� 1$2/.-2(!+$� %.1

/433(-&�  � /1."$22� 3.� 2+$$/�� �'(2� "+ 22� ".-3 (-2� ,4+3(/+$� ".-:

2314"3.12� 3' 3�� 6'$-� " ++$#�� +." 3$� 3'$� ".,/ 3(!+$� , - &$1

�2$15$1�� .!)$"32� ! 2$#� .-� +." 3(.-� (-%.1, 3(.-�  -#� 3'$� ����

�4-(5$12 +� 4-(04$� (#$-3(%($1�� 24//+($#�  2�  1&4,$-32� 3.� 3'$

".-2314"3.12�

�'$�  !231 "3� 2$15$1� "+ 22� (-� �(&�� �� /1.5(#$2� #$"+ 1 3(.-2� %.1

,$,!$1� %4-"3(.-2� #$%(-$#� (-� 3'$� ���� 2/$"(%(" 3(.-� 3' 3� ".1:

1$2/.-#� 3.� 1$,.3$� ./$1 3(.-2� 3' 3� " -� !$�  ""$22$#� !8� 3'$

"+($-3� /1.78� .!)$"3�� �'$� #$% 4+3� ".-"1$3$� 2$15$1� "+ 22� #$:

"+ 1$2� 3'$� ,$,!$1� %4-"3(.-2� 2/$"(%($#� (-� 3'$�  !231 "3� "+ 22�

�'$� %4-"3(.-2� ,423� !$� (,/+$,$-3$#� !8� 3'$�  //+(" 3(.-� #$:

5$+./$1�� �(&�� �� 2'.62� 3'$�  !231 "3�  -#� ".-"1$3$� 2$15$1� , -:

 &$1� #$"+ 1 3(.-2� %.1� 3'$� Sleep� %4-"3(.-�

�'$� $-318� /.(-3� 5$"3.1� ".-3 (-2� $-318� /.(-32� %.1� $ "'� 1$,.3$

/1."$#41$� #$%(-$#� (-� 3'$� ���� 2/$"(%(" 3(.-�

��� ���
�� ��&*�&� �#�� 
!��#(� 
!�''�'

�'$� 2$15$1� ".#$� 3' 3� (-3$1 "32� 6(3'� 3'$� ���� 24!2823$,2� (2

$,!.#($#� (-� 3'$� DCEServer� "+ 22�� �-� (-23 -"$� .%� 3'$� DCEServer
"+ 22�� " ++$#� theServer�� , - &$2� 3'$� 1$,.3$� .!)$"32� 3' 3�  1$

$7/.13$#� !8� 3'$� ���� 2$15$1�  //+(" 3(.-�� �'$2$� .!)$"32�  1$

//foo.idl
[uuid(DOFCDD70-7DCB-11CB-BDDD-08000920E4CC),
 version(1.0)]
interface sleeper
{
[idempotent] void Sleep

( [in] handle_t h
[in] long        time),

}

���� ��� ���� 2/$"(%(" 3(.-� %.1� 3'$� (-3$1% "$� Sleep�

* See glossary on page 60 for a brief description of the C++ terminology used in this article.
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Server Entry Point
Vector (C++ Stub)

(fooE.C)

Abstract Server
Class Declaration

(fooS.H)

Client Proxy
Declaration

(fooC.H)

Client Proxy
Implementation

(fooC.C)

Concrete Server
Class Declaration

(fooS.H)

idl++ Compiler

DCE IDL File (foo.idl in Fig. 2)

Contains the
Concrete Cli-

ent  Class

Manager
Classes

(Fig. 5a)

(Fig. 5b)
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2&#� '"*��� !-+.'*#0�

',12�,!#1� -$� 2&#� !-,!0#2#� 1#04#0� +�,�%#0� !*�11#1� �,"� #�!&

&�1� �� ���� ������ �&#0#� '1� -,#� DCEServer� ',12�,!#� .#0� ���
rpc_server_listen� !�**� �!300#,2*7� .#0� ���� � .0-!#11��� 5&'!&� 12�021
2&#� 1#04#0�1� 03,92'+#� *'12#,',%� $-0� ',!-+',%� ���� 0#/3#121�

DCEServer� &�1� +#+ #0� $3,!2'-,1� 2&�2� #12� *'1&� .-*'!'#1� 13!&
�1� - (#!2� 0#%'120�2'-,� 5'2&� 2&#� ���� 03,92'+#� .0-!#11� -0� 2&#

,�+',%� 1#04'!#� �,"� 1#22',%� 1#!30'27� .0#$#0#,!#1�� � (#!2� 0#%9

'120�2'-,� 2�)#1� .*�!#� 5&#,#4#0� 2&# DCEServer � !*�11� +#2&-"
RegisterObject� '1� !�**#"�� �'%�� �� 1&-51� 2&#� 1#04#0� +�',� .0-%0�+
$-0� 2&#� Sleep� - (#!2� �,"� 2&#� '+.*#+#,2�2'-,� -$� 2&#� Sleep� $3,!9
2'-,�

�,� ��� ������� 1#04#0� - (#!21� �0#� �!!#11#"� 4'�� �� !*'#,2� - (#!2

�1##� �'%�� ���� �&#� !*'#,2� ���� 0#/3#12� 1.#!'$'#1� ��  ',"',%� &�,9

"*#� 2&�2� *-!�2#1� 2&#� ',2#0$�!#� �,"� 2&#� ���� - (#!2� ������ �&#

#,207� .-',2� 4#!2-0� !-"#� *-!�2#1� 2&#� !-00#!2� ',12�,!#� -$� 2&#

0#/3#12#"� +�,�%#0� - (#!2�� �'%�� � 1&-51� 2&#� ��� ������ !*'9

#,2�1#04#0� 03,92'+#� -0%�,'8�2'-,�

�&#� '"*��9%#,#0�2#"� !*'#,2� .0-67� !*�11� &�1� +#2&-"1� !-00#9
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class sleeper_1_0 : public DCEInterface {
  public:

sleeper_1_0(DCEUuid& to = NullUuid):
DCEInterface(sleeper_v1_0_c_ifspec, to) { }

sleeper_1_0(rpc_binding_handle_t bh, DCEUuid& to = NullUuid) :
DCEInterface(sleeper_v1_0_c_ifspec, bh, to) { }

sleeper_1_0(rpc_binding_vector_t* bvec) :
DCEInterface(sleeper_v1_0_c_ifspec, bvec) { }

sleeper_1_0(unsigned char* name,
unsigned32 syntax = rpc_c_ns_syntax_default,
DCEUuid& to = NullUuid) :

DCEInterface(sleeper_v1_0_c_ifspec, na,e, syntax, to) { }
sleeper_1_0(unsigned char* netaddr,

unsigned char* protseq, DCEUuid& to = NullUuid) :
DCEInterface(sleeper_v1_0_c_ifspec, netaddr, protseq, to) { }

sleeper_1_0(DCEObjRefT* ref) :
DCEInterface(sleeper_v1_0_c_ifspec, ref) { }

// Member functions for client
void Sleep(

/* [in] */ idl_long_int time
) ;

} ;


���� ��� �*'#,2� .0-67� !*�11� "#!*�0�2'-,�� �&#� !*�11� !-,2�',1� 1#4#0�*

!-,1203!2-01� $-0� 2&#� Sleep� $3,!2'-,�� �&#� &'%&*'%&2#"� !-,1203!2-0� '1
2&#� -,#� 31#"� ',� 2&#� #6�+.*#1� ',� 2&'1� �02'!*#�

�� ����	� 
��������� ���� �������� �������

�&#� $0�+#5-0)� !*�11#1� 0#.0#1#,2� 2&#� ��� ������ - (#!2

+-"#*� � 120�!2'-,� �,"� .0-4'"#� 2&#�  �1'1� $-0� ���� $3,!2'-,�*9

'27� �,"� "#$�3*2�  #&�4'-0� �1##� �'%�� ���� �*�11#1�� 13!&� �1� DCE-
Server�� DCEInterfaceMgr�� �,"� DCEInterface� ',2#0�!2� 5'2&� ���
2&0-3%&� 2&#� ���� � �..*'!�2'-,� .0-%0�++',%� ',2#0$�!#�

�&#� '"*��9%#,#0�2#"� +�,�%#0� !*�11#1� �1#04#0� 1'"#�� ',&#0'2

$0-+� 2&#� DCEObj� �,"� DCEInterfaceMgr� !*�11#1�� DCEObj� �11-!'�2#1� �
���� - (#!2� ',12�,!#�� 5&'!&� +�7� #6.-02� 1#4#0�*� ���� ',2#09

$�!#1�� 5'2&� �� 1.#!'$'!� ���� - (#!2�� ��!&� ���� - (#!2� '1� '"#,2'9

$'#"�  7� '21� - (#!2� ������ DCEObj� &-*"1� 2&#� ����� $-0� 2&#� ���
- (#!2� �1##� �'%�� 
 ��

(a)

(b)

Corresponds to

2

1

4

3

3 1

Corresponds to4 2

class sleeper_1_0_ABS : public virtual DCEObj, DCEInterfaceMgr {
public:

// Class constructors must initialize virtual base classes
sleeper_1_0_ABS(uuid_t* obj, uuid* type) :

DCEObj(obj),
DCEInterfaceMgr(sleeper_v1_0_s_ifspec, (DCEObj&)*this, type,

(rpc_mgr_epv_t)(&sleeper_v1_0_mgr)) { }

sleeper_1_0_ABS(uuid_t* type) :
DCEObj(uuid_t*)(0)),
DCEInterfaceMgr(sleeper_v1_0_s_ifspec, (DCEObj&)*this, type,

(rpc_mgr_epv_t)(&sleeper_v1_0_mgr)) { }

// Pure virtual member functions corresponding to remote procedures
virtual void Sleep(

/* [in] */ idl_longint time
) = 0 ;

};

class sleeper_1_0_Mgr : public sleeper_1_0_ABS {
public:

// Class constructors pass constructor arguments to base classes
sleeper_1_0_Mgr(uuid_t* obj) :

DCEObj(obj),
sleeper_1_0_ABS(obj, (uuid_t*)(0)) { }

sleeper_1_0_Mgr( ) :
DCEObj((uuid_t*)(0)),
sleeper_1_0_ABS(uuid_t*)(0)) { }

virtual void Sleep(// This is what the developer must implement
/* [in] */ idl_long_int time
) ;

} ;


���� ��� �'*#� fooS.H� 1#04#091'"#� "#!*�0�2'-,1� %#,#0�2#"�  7� '"*������� �,
#6�+.*#� -$� �,� � 120�!2� 1#04#0� +�,�%#0� "#!*�0�2'-,�� � �� �,� #6�+9

.*#� -$� �� !-,!0#2#� 1#04#0� +�,�%#0� "#!*�0�2'-,�



���$��)� �

	� ��.#�++0���"�)�� �&,)%�#� � � � � � � ��

/ / Developer simply implements one method to provide the implementation

void sleeper_v1_0_Mgr : : Sleep(long int time) {
/ / Call the (reentrant!) libc sleep function
sleep(time) ;

}

(a)

(b)

Instance of Concrete Server Class

Register Interface with the Object

Setup for Listen

1

2

3

1

2

3

void main( )
{

try { / / Handle exceptions from constructor or DCE calls
sleeper_1_0_Mgr * sleeper = new sleeper_1_0_Mgr ; / / Dynamic UUID
DCEPthread * exitThd = new DCEPthread(DCEServer : : ServerCleanup, 0) ;

/ / theServer–>SetName( ” / . ; /mysleeper”) ;
/ / Register Sleeper object with server object
theServer–>RegisterObject(sleeper) ; 

/ / Accept all other defaults and activate the server
/ / Defaults are : Use all protocols, don’t use CDS, no security
theServer–>Listen( ) ;

}
/ / Catch any DCE related errors and print out on message if any occur
catch (DCEErr& exc) {

traceobj < < ”Caught DCE DCEException \ n” < < (const char*)exec ;
}
/ / Destructors are called at this point and take care of DCE cleanup

}

�	��� ��� ���� ���� *�)-�)� ')&�)�$� +��+� ��%�#�*� )�(,�*+*� �&)� +��� Sleep
 %+�)������ ���� ����  $'#�$�%+�+ &%� &�� +��� Sleep� �,%�+ &%�

main(int, char** argv)
{

try { / /  Handle exceptions from constructor or DCE calls

/ /  Constructor takes a network address and protocol sequence
sleeper_1_0sleepClient ( ( unsigned char*)argv [1 ]

( unsigned char*)“ip”) ;

/ / The Sleep method invokes the remote procedure on the server
sleepClient.Sleep(10) ;

}

catch (DCEErr& exec) {
printf(“DCEException: %s\ n”, (const char*)exec) ;

}
exit(0) ;

} ;

Instance of a Client Proxy
Concrete Class

�	��� ��� �� �# �%+� $� %� ')&�)�$� +��+�  %-&"�*� +��� Sleep� �,%�+ &%� &%

+��� *�)-�)�

DCEInterfaceMgr�  *� �%� ��*+)��+� ��*�� �#�**� ,*��� �/� +��� *�)-�)� * ��

&�� +��� �''# ��+ &%� +&� �%��'*,#�+�� &�!��+� �%�� +/'��  %�&)$�+ &%

�*� .�##� �*� � +��� �%+)/� '& %+� -��+&)� ��##��� �/� +��� ���� *,�*/*0

+�$� .��%� �%�  %�&$ %�� ����  *� )��� -��� �*��� � ��� 	���� ���

$�%���)�  %+�)�����  *� )�� *+�)��� . +�� +��� ��� ),%0+ $�� *�+,'

�%�� &'+ &%�##/� . +�� +��� %�$ %�� *�)- ���� DCEInterfaceMgr� ��%

)�+) �-�� +��� ���� &�� �� '�)+ �,#�)�  $'#�$�%+�+ &%� &�!��+�  %0

*+�%���� +��� �%+)/� '& %+� -��+&)�� �%�� +��� '& %+�)� +&� +��� *��,) +/

)���)�%��� $&% +&)� ��*�) ���� �/� +��� DCERefMon� �#�**�

DCEInterface�  *� �%� ��*+)��+� ��*�� �#�**� ,*��� �/� +��� �# �%+� * ��� &�
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Local Calls to 
Objects that Correspond to

Remote Server Objects

Security
Preferences

DCE Client Stub

RPC1, . . . RPCn
(RPC Protocol Engine)

Method 1 Method n Server
Binding

Network

1 2

Client Side

Entry Point
Vector Stub
For RPCn

Security
Preferences

DCE Server Stub

RPC Protocol Engine

Object 1 Object n

Entry Point
Vector Stub
For RPC1

DCE
Object
Mapper

Security
Object

(DCERefMon,
ACL)

3

4

5

6

7

Server Side

Sets up security preferences, which have to be compatible
with the server’s security preferences

Obtains the binding handle to the server

C++ object instances defined in the IDL Interface

C++ entry point vectors generated by idl++4

3

1

2

RPC run-time server endpoint and server stub

Checks security preferences before allowing the
request access to the selected object

Locates objects

Set up by user

7

6

5
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OODCE Client OODCE Server

• Client Proxy Object
• DCEInterface

• DCEUuid

• DCEBinding

• Exceptions
• Threads
• Name Service

Interface
• DCEPassword

• DCELoginContext

• Server Implementation
Objects

• DCEServer

• DCEInterfaceMgr

• DCEMgmtAuth

• DCEKeyRetriever

• DCERefMon
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* uuid_t is a C structure containing all the characteristics for a UUID.

** Mutexes, or mutual exclusion locks, are used to protect critical regions of code in DCE threads.
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• Check Status Code
• Map Status Code to DCE

Fault

Server

Server Entry
Point Vector

Server
Stub

Client

Client Proxy
Implementation

Client
Stub

• Throw OODCE Exception

• C++ Catch Exception
• Map Exception to DCE

Status Code
• Return C++ Status Code

• Handle Exception

• Catch Exception
• Throw

• Map DCE Exception 
to OODCE Exception

• Throw Exception

• Receive Fault
• Map Fault to DCE 

Exception
• Raise Exception

Transmit Fault
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Although the terminology associated with object-oriented programming and C++
has become reasonably standardized, some object-oriented terms may be slightly
different depending on the implementation. Therefore, brief definitions of some of
the terminology used in this paper are given below. For more information on these
terms see the references in the accompanying article.

Abstract Class. Abstract classes represent the interface to more than one imple-
mentation of a common, usually complicated concept. Because an abstract class
is a base class to more than one derived class, it must contain at least one pure
virtual function. Objects of this type can only be created through derivation in
which the pure virtual function implementation is filled in by the derived classes.

The following is an example of an abstract base class:

class polygon { 
public:

 // constructor, destructor and other member functions  
// could go here...  
virtual void rotate (int i)  =  O; //a pure virtual function  
// other functions go here... 

};

Other classes, such as square, triangle, and trapezoid, can be derived from poly-
gon, and the rotate function can be filled in and defined in any of these derived
classes.

Base Class. To reuse the member functions and member data structures of an
existing class, C++ provides a technique called class derivation in which a new
class can derive the functions and data representation from an old class. The old
class is referred to as a base class since it is a foundation (or base) for other
classes, and the new class is called a derived class. Equivalent terminology refers
to the base class as the superclass and the derived class as the subclass.

Catch Block. One (or more) catch statements follow a try block and provide excep-
tion-handling code to be executed when one or more exceptions are thrown.
Caught exceptions can be rethrown via another throw statement within the catch
block.

Class. A class is a user-defined type that specifies the type and structure of the
information needed to create an object (or instance) of the class.

Concrete Data Class. Concrete data classes are the representation of new user-
defined data types. These user-defined data types supplement the C++ built-in
data types such as integers and characters to provide new atomic building blocks
for a C++ program. All the operations (i.e., member functions) essential for the
support of a user-defined data type are provided in the concrete class definition.
For example, types such as complex, date, and character strings could all be
concrete data types which (by definition) could be used as building blocks to
create objects in the user’s application.

The following code shows portions of a concrete class called date, which is re-
sponsible for constructing the basic data structure for the object date.

typedef boolean int; 
#define TRUE 1 
#define FALSE O

class date { 
public:  

date (int month, int day, int year); //Constructor
~date(l;         //Destructor
boolean set date(int month, int day, int year);  
// Additional member functions could go here. . .

private  
int year;  
int numerical_date;

 // Additional data members could go here... 
};

Constructors. A constructor creates an object, performing initialization on both
stack-based and free-storage allocated objects. Constructors can be overloaded,
but they cannot be virtual or static. C++ constructors cannot specify a return type,
not even void.

Derived Class. A class that is derived from one (or more) base classes.

Destructors. A destructor effectively turns an object back into raw memory. A
destructor takes no arguments, and no return type can be specified (not even
void). However, destructors can be virtual.

Exception Handling. Exception handling in C++ provides language support for
synchronous event handling. The C++ exception handling mechanism is sup-
ported by the throw statement, try blocks, and catch blocks.

Member Functions. Member functions are associated with a specific object of a
class. That is, they operate on the data members of an object. Member functions
are always declared within a class declaration. Member functions are sometimes
referred to as methods.

Object. Objects are created from a particular class definition and many objects
can be associated with a particular class. The objects associated with a class are
sometimes called instances of the class. Each object is an independent object with
its own data and state. However, an object has the same data structure (but each
object has its own copy of the data) and shares the same member functions as all
other objects of the same class and exhibits similar behavior. For example, all the
objects of a class that draws circles will draw circles when requested to do so, but
because of differences in the data in each object’s data structures, the circles may
be drawn in different sizes, colors, and locations depending on the state of the
data members for that particular object.

Throw Statement. A throw statement is part of the C++ exception handling mecha-
nism. A throw statement transfers control from the point of the program anomaly to
an exception handler. The exception handler catches the exception. A throw state-
ment takes place from within a try block, or from a function in the try block.

Try Block. A try block defines a section of code in which an exception may be
thrown. A try block is always followed by one or more catch statements. Exceptions
may also be thrown by functions called within the try block.

Virtual Functions. A virtual function enables the programmer to declare member
functions in a base class that can be redefined by each derived class. Virtual
functions provide dynamic (i.e., run-time) binding depending on the type of object.
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A transaction processing monitor for distributed transaction processing
applications maintains the ACID (atomicity, consistency, isolation, and
durability) properties of the transactions and provides recovery facilities
for aborting transactions and recovering from system or network failures.
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* See the article on page 55 for more about IDL files.
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Create the client program.

Create the server program.
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The following are brief definitions of some of the transaction-related terminology
used in the accompanying article.

Transactions and ACID
A transaction is the logical grouping of a user function performed as a unit so that
it maintains its ACID (atomicity, consistency, isolation, and durability) properties.
Transactions allow users to execute their programs and modify shared resources
like databases in the presence of simultaneous access and updates by multiple
users and in the presence of various kinds of failures.

Atomicity of a transaction means that either all the actions specified within the
transaction will be performed or none of them will be performed. This ensures that
a transaction is not partially applied, which is desirable since a partial application
of the user transaction could leave the database in an inconsistent state. Consis-
tency means that the database consistency is preserved in the presence of con-
currency among multiple users. Isolation means that while the transaction is exe-
cuting, its effects will not be visible to other concurrently running transactions.
Durability means that once a transaction has been successfully completed the
effects of that transaction are made permanent and survive failures.

Commit, Abort, and Prepare
A successful completion of a transaction is called a commit of the transaction.
Before a transaction commits, it can be aborted either by the user or by the trans-
action processing system.

A user organizes a set of actions in a transaction with the intent that all of these
actions should happen or none of these actions should happen. An example of
such a transaction is a transfer of money between a person’s savings account and
checking account. This transaction consists of the actions of changing the savings
account balance and the checking account balance. If the transaction is successful
then both these account balances should be changed, one debited by amount X,
and the other credited by amount X. Any other outcome would be in error. When
the user submits this transaction and all operations in the transaction are success-
fully carried out, the transaction is said to have committed.

It may not always be possible to commit a transaction. For example, the machine
that maintains the checking account balance may be down, or the user may have
supplied an incorrect personal identification number (PIN) or decided to cancel the
request after submitting it. If the transaction cannot be performed, then it is said to
have been aborted or simply to have aborted. If a transaction is aborted (aborts),
then none of the actions of the transaction are performed (or if they had been
performed they are undone).

Transaction processing systems use mechanisms like two-phase locking to ensure
the isolation properties, and two-phase commit protocols to ensure that all the
participants within a transaction can be atomically committed or aborted.1

A two-phase commit protocol is typically used to commit a transaction in which
multiple participants are performing actions requested by the transaction. One of
these participants is called the coordinator. In the first phase of the two-phase
commit protocol, the coordinator sends a prepare message to all the participants,
asking them to prepare the transaction and send a message back indicating
whether or not they can prepare the transaction. If all the participants respond that
they can prepare the transaction, the coordinator writes a record in its log indicat-
ing that the transaction is committed and instructs all the participants to commit the
transaction (this is the second phase of the protocol). If any participant responds
back to the coordinator that it is unable to prepare the transaction, the coordinator
notes in its log that the transaction is aborted and instructs all participants to abort
the transaction.

When a participant receives a commit message from the coordinator in the second
phase, it must ensure that all the actions of the transaction are durably stored on
disk. When a participant receives an abort message from the coordinator in the
second phase, it must ensure that all the actions of the transaction are undone.
Therefore, in the first phase of the two-phase commit protocol, the participant must
ensure that data is stored reliably in logs that enable it subsequently to undo the
effects of a transaction or make permanent the effects of a transaction.

Nested Transaction
In the nested transaction model, a transaction (also called a top-level transaction)
can be decomposed into a tree-like hierarchy. For example, a debit-credit transac-
tion can be decomposed into two subtransactions, one for debit and one for credit.
The debit or credit subtransactions could be further decomposed into smaller
subtransactions. A subtransaction maintains the durability and consistency proper-
ties of its parents. The difference is that a subtransaction can be aborted and
reexecuted without aborting its parent. In the debit-credit example, the debit sub-
transaction can be aborted and reexecuted without having to abort the entire
transaction. In this case the top-level transaction verifies that each subtransaction
can be committed at the time of transaction commit.

Two-Phase Locking
Two-phase locking means that a transaction will have two phases. In the first
phase the transaction can only acquire and not release locks, and in the second
phase it can only release and not acquire locks.

Write-Ahead Logging
For data recovery, transaction processing systems use a log to log data that is
being modified. In write-ahead logging, data is copied to the log before it is over-
written. This ensures that if the transaction is aborted, the data can be restored to
its original state.

Reference
1. J. Gray and A. Reuters, Transaction Processing Concepts and Techniques, Morgan Kauf-
man, 1993.
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* Mutexes, or mutual exclusion locks, are used to protect critical regions of code in DCE
threads.
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* Perl (Practical Extraction Report Language) is a UNIX programming language that is designed
to handle system administrator functions.
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* Failover refers to the process that occurs when a standby node takes over from a failed node.
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A flexible object-oriented test system was developed to deal with the
testing challenges imposed by software systems that run in distributed
client/server environments.
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* The Test Environment Toolkit (TET) specification began in September 1989 as a joint proposal
by the Open Software Foundation, UNIX  International, and X/Open .
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The Object Management Group (OMG) creates standards for the interoperability
and portability of distributed object-oriented applications. The OMG only produces
specifications, not software. Each participating vendor provides an implementation
to meet the specification. The Common Object Request Broker Architecture
(CORBA) specification defines a flexible framework upon which distributed object-
oriented applications can be built. This architecture represents the Object Request
Broker (ORB) technology that was adopted by the OMG. An ORB provides the
mechanisms by which distributed objects transparently make requests and receive
responses. The ORB enables object-oriented applications on different machines to
communicate and interoperate.

The OMG has defined an Object Management Architecture object model. In this
model, objects provide services, and clients issue requests for those services. The
ORB facilitates this model by delivering requests to objects and returning any
output values to the client. The services that the ORB provides are transparent to
the client.

To request a service, a client needs the object reference for the object that is to
provide the service. The ORB uses this object reference to identify and locate the
object. The ORB activates the object if it is not already executing and directs the
request to the object.
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Object-oriented programming is a set of techniques for creating objects and as-
sembling them into a system that provides a desired functionality. An object is a
software model composed of data and operations. An object’s operations are used
to manipulate its data. Objects may model things such as queues, stacks, win-
dows, or circuit components. When assembled into a system, the objects function
as delegators, devices, or models. Messages are passed between the objects to
produce the desired results.

The eventual goal of object-oriented programming is to reduce the cost of software
development by creating reusable and maintainable code. This is achieved by
using three features of object-oriented programming: encapsulation, polymor-
phism, and inheritance. Encapsulation consists of data abstraction and data hid-
ing. Data abstraction is a process of isolating attributes or qualities of something
into an object model. With data hiding an object may contain its own private data
and methods, which it uses to perform its operations. By using polymorphism, an
object’s operation may respond to many different types of data (e.g., graphical and
textual). Finally, using inheritance, an object can inherit attributes from other ob-
jects. The object may then only need to add the attributes, methods, and data
structures that make it different from the object from which it inherited its basic
characteristics.

For the design of the object testing framework described in the accompanying
article, we used an object-oriented software design methodology called object
modeling technique (OMT). This methodology provides a collection of techniques
and notation for designing an object-oriented application.

One important aspect of object-oriented design, or any software design, is decid-
ing on who (i.e., module or object) is responsible for doing what. A technique
provided in OMT involves using an index card to represent object classes. These
cards are called CRC (class, responsibility, and collaboration) cards. The informa-
tion on one of these cards includes the name of the class being described, a
description of the problem the class is supposed to solve, and a list of other
classes that provide services needed by the class being defined.
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// Standard C++ headers
#include <fstream.h>
#include <string.h>
// Header for CORBA HelloWorld object.
#include <helloTypes.hh>

// Header for Test Case object.
#include ”testcase.hh”

// List of error messages.
extern char *msgs[];

// Simple macro to check for exceptions and valid pointers.
#define check_ev_and ptr(ev, ptr, errcode)

// Check for exception and valid pointer.

         if ( te.print_exception(ev) || te.is_nil(ptr))
             return (TestEnvironment::Result)
                (TestEnvironment::user_code + errcode);

// Declaration of HelloWorldTest class.
class HelloWorldTest : public TestCase
{
public:
 HelloWorldTest();
 ~HelloWorldTest();
 TestEnvironment::Result run_body();
};
private:
 CORBA::ORB_ptr orb;
 HelloWorld_ptr hello;
 char *message;

DECLARE_TESTCASE_FACTORY(HelloWorldTest);

// Definition of HelloWorldTest constructor.
// The following pieces of the test are considered set up.
HelloWorldTest::HelloWorldTest()
{
CORBA::Environment ev;

// Get the object reference string for
// the Hello interface from the test environment.
string soref = te.get_object_string(“hello_instance”);

// Initialize the CORBA environment, get pointer to ORB
orb = CORBA::ORB_init(te.argc, te.argv, CORBA::HPORBid, ev);
check_ev and_ptr(ev, orb, 3);

// Convert object reference string to object reference.
CORBA::Object_var hello_objref
          = orb–>string_to_object(soref.c_str(), ev);
check_ev_and_ptr(ev, hello_objref, 4);

// Narrow the COBRA:: Object object reference to a HelloWorld one.
hello = HelloWorld:: _narrow(hello_objref, ev);
check_ev and ptr(ev, hello, 5);
COBRA:: release(hello_objref);

CORBA::string_free(message);
CORBA::release(hello);
CORBA::release(orb);

}

// Standard C++ headers
#include <fstream.h>
#include <string.h>

// Header for CORBA HelloWorld object.
#include <helloTypes.hh>
// List of error messages.
extern char *msgs[];

// Simple macro to check for exceptions and valid pointers.
#define check_ev_and_ptr(ev, ptr, errcode)
// First, check for exception.
if ( ev.exception() ) {
}

cerr << msgs[errcode] << ” Exception returned.” << endl; \
            return errcode; \

// Next, check for valid pointer.

if ( CORBA::is_nil(ptr) ) {
cerr << msgs[errcode] << “Pointer is null.” << endl; \
            return errcode;                                                          \

int
main(int argc, char *argv[])
{

CORBA::Environment ev;

// Open a file which contains the object reference string for
// the Hello interface. Read the string.

ifstream f(”hello_instance”);
if ( !f ) {
cerr << ”Could not open \”hello_instance\” file.” << endl;
return 1;
}

}

char soref[1024];
f >> soref;
if ( !f ) {
cerr << ”Could not read the stringified object reference”
     << “from the \”hello_instance\” file.”
     << endl;
     return 2;

// Initialize the CORBA environement, get pointer to the ORB.

CORBA::ORB_var orb = CORBA::ORB_init(argc, argv,
CORBA::HPORBid, ev);
check_ev_and_ptr(ev, orb, 3);

// Convert object reference string to object reference.

CORBA::Object_var hello_objref
= orb–>string_to_object(soref, ev);
check_ev_and_ptr(ev, hello_objref, 4);

CORBA::string_free(message);
CORBA::release(hello);
CORBA::release(hello_objref);
CORBA::release(orb);

}
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HP-UX 9.* and 10.0 for HP 9000 Series 700 and 800 computers are X/Open Company UNIX
93 branded products.

UNIX is a registered trademark in the United States and other countries, licensed exclusively
through X/Open Company Limited.

X/Open is a registered trademark and the X device is a trademark of X/Open Company Lim-
ited in the UK and other countries.

Open Software Foundation is a trademark of the Open Software Foundation in the U.S. and
other countries.
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The HP Series 50 T fetal telemetry system combines both external and
internal monitoring of the fetus in a small, lightweight transmitter that is
easy and comfortable for the patient to carry. It is useful for monitoring in
labor, monitoring of high-risk patients, monitoring in transit, antepartum
nonstress testing, and monitoring in the bath.
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† TOCO is an abbreviation for tocograph or tocodynamometer, an instrument for measuring
and recording the expulsive force of uterine contractions in labor. It is usually written in
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sound, ECG = electrocardiogram, IUP = intrauterine pressure.
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U1 74AC14 U2 74AC14

To HP M1357A ECG Transducer

U1 and U2 GND Connected to Driver GND.

Driver GND

ECG Signal
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Heart Rate
Connector

Ultrasound
Receiver

Ultrasound
Driver

ECG
Driver

ECG
Receiver

Modes

TOCO
Connector

TOCO
Driver

TOCO
Receiver

2 Hz
Low-Pass

1.6 kHz
5Vp-p
Square Wave

Ultrasound
Gating

3.2 kHz
Repetition

Clk 1 MHz

2.4 cm to 16.8
cm Depth

TOCO ADC

Dynamic
Compression

0 to 40 dB

Fetal
Movement
Detector

FSK
Generator

L = 1.6 kHz
H = 2.4 kHz

INOP

Battery
Status

Nurse
Call

Marker

EEPROM

Service
Interface

Japan-ID

VCXO

Impedance
Matching

Antenna

Oscillator

2 MHz, 1 MHz
 500 kHz, 250 kHz

Power Sup-
ply

+5V, +2.5V,
+8.5V, –3.5V
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Timer 0
Timer
Mode

Frame Signal

Timer 1
One-Shot

Mode

Transmit Gate
Pulse

Timer 2
One-Shot

Mode

Receive
Gate Pulse

Frame Signal

Transmit Gate

Receive Gate

Framing Rate

1/fr

t1 t2

t3 t4

fr = 3.2 kHz
t1 = t3 = 32 �s
t2 = t4 = 96 �s
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Hewlett-Packard’s newest silicon detector diodes were developed to meet
the requirements for receiver service in radio frequency identification
tags. These requirements include portability, small size, long life, and low
cost.
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Automatic vehicle identification (AVI) is one aspect of intelligent vehicle-highway
systems (IVHS). It is a good example of the use of RF/ID technology in a practical
application. For example, RFID systems are being integrated into electronic toll
collection at bridges so that tolls can be deducted from an account by using infor-
mation stored in a tag mounted in the vehicle’s windshield.

One of the key requirements of these systems is that the stationary reader
(interrogator) be able to discriminate between individual tags passing the toll booth
without interference from other tags or other transmitters that may be operating at
the same frequency. Backscatter modulation technology is one method that can be
used for such an application.

A block diagram of a typical transponder (tag) for backscatter technology is shown
in Fig. 1. The interrogator (reader) sends a modulated RF signal that is received
by the tag. The Schottky diode detector demodulates the signal and transfers the
data to the digital circuits of the tag. The radar cross section of the tag is changed
by a frequency shift keying encoder and switch driver so that the reflected (back-
scattered) signal from the tag is modulated and ultimately detected by the reader’s
receiver antenna. Thus, communication between the tag and reader is
established.

By using backscatter technology, interference from nearby transmitters can be
avoided, since the reader controls the frequency of operation and can shift it if
nearby transmitters are operating at the same frequency. Also, the reflected signal
strength from the tag is proportional to the incident interrogator signal, so tags
outside the incident beam focus area will reflect a weaker signal that the reader
antenna can reject.

Switch
Driver

Antenna

Detector
Diode

Data
Encoders/
Decoders

Backscatter
Mismatch

Such a backscatter tag can have read/write capabilities that allow flexible digital
formats. It can also contain various tag information that can be used in other IVHS
applications. A specific minimum field strength is required to put the Schottky
detector diode into forward bias so that the tag does not backscatter until the
interrogator signal and message data are received, thus minimizing the power
requirements of the tag.

Fig. 1. Typical transponder block diagram for backscatter RF/ID technology.
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